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~{Z7] Network Settings
~{{] System Time
=3 Wireless LAN Setup
-] AeroMag
-{Z7] Operation Mode
B WLAN

(] Basic WLAN Setup

B4y Advanced Setup
~{Z3 VLAN Settings
~{Z] DHCP Server
=43 Packet Filters
{11 MAC Filters
~{ IP Protocol Filters

RSTP Settings

Static Route
MNAT/Port Forwarding
SNMP Agent

PODED

£ WLAN Security Settings
- Advanced WLAN Settings
{Z] WLAN Certificate Settings

~{I] TCP/UDP Port Filters

Link Fault Pass-Through

—/

\

AWK-3131A OEED—AZH

TRERE

MHRR > DU —2 OFESLIZT 5 EERRRE

FEMZR R Y B U — 7 R L RS K OMERLEE et

L7z i B e e

AED TNHOEERIEIZT TS a T,
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FUBHIC

B3 Logs and Notifications N\
L—fl-wa System Logs
{:l System Log Event Types
B3 Syslog
-{_] Syslog Event Types
~{Z] Syslog Server Settings
EH=5 E-mail Motifications
-{Z1] Notification Event Types
| ~{Z1] E-mail Server Settings
B3 Relay
{11 Relay Event Types
|
EH3 Trap

| i:l Trap Event Types
1:| SNMP Trap Receiver Settings J

|El-a Status \
- Wireless LAN Status

Associated Client List

DHCP Client List

System Loags

Relay Status

DI and Power Status

Aerolink Protection Status

System Status

Metwork Status

| (] ARP Table

-{Z1] Pridge Status

| {11 LLDP Status

-{Z1] Routing Table

| -{Z]] RSTP Status j

E{3 Maintenance \

Console Settings

POEDEDDED

M

Ping Command
Firmware Upgrade
Configuration Import 8 Export

POOED

Load Factory Default

-{Z] Account Settings

-{Z]] Change Password

~{Z1 Miscellaneous Settings

~{{3 Troubleshooting j
-{Z]] Save Configuration

| +{Z3 Restart

~{Z3 Logout

JL—EE EA—)L, SNMP EBHRIZNLIZARUR bSv T S
BERETDITITIVr—La iBRAOT /A R E B

AE: ChHDMEETT RTH T arTF,

S/ BEAINT—IDINTF—I R BELY—ER, T/IN(R
EEMAEEERT OO0, YT LI LDAT—ARIER,.

AWK-3131A D A VT AMEEE 1y b0 — U BDiRE

Web R—Z2 DY —ILEBBEIZHIGLI=A 2T IR

ab
REo

EEBEELY ) —ITHESN  Web N—REEAVY—ILDERD I —ILRIZRRENET, COAMFTRELGHEEEDENICRDITHIE

NTEET,
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‘Web a>Y—ILERE

)
0
0
)

>
>
>
>

>
>
>
>
>
>

CDETIE Web R—Z2DAVY—)LDREIZDNVTHOPHEEHRBALEY  Moxa DELLT WNEIREAEL AWK-3131A D
BELIT T BRI T— VDL EAVTFURIZBEIEET .
COEOABRIFIUTOESYTY,
Web T3 HIZRHETE
Overview (1 2)
Quick Setup (/& 5 5% E)
General Setup (BEARERTE)
System Information (3 X T L IEHR)
Interface On/Off (A A—TTA RA /A7)
Network Settings (RYFT—IEXTE)
System Time (> X T L BEE)
Wireless LAN Setup (FE#R LAN F%7€)
AeroMag
Operation Mode (B){EE—F)
Basic WLAN Setup (E£& WLAN £%5E)
WLAN Security Settings (WLAN 3 2!) 7155 5E)
Advanced WLAN Settings (F¥#l WLAN % 7€)
WLAN Certificate Settings (WLAN SEBAZE%E ) (EAP-TLS @ Client(954 7 k) /Client-router (954 7 k=JL—4)

/Slave (RAL—7)E—F®DH)

a
>
>
>
>
>
>
>
>
>

>
>
>
>
>

>
>
>
>
>
>
>

Advanced Setup (F£#lIE% )

Using Virtual LAN ({18 LAN O fEF)

{38 LAN 23 FETH

DHCP Server (DHCP #—/3) (AP/V5A TV IL—3E—FDFH)

Packet Filters (/34 vk 1JLA)

RSTP Settings (RSTP ER7E) (RAFEIZRAL—TE—FDH)

Static Route (B##JIL—R) (VZAT U IL—FF—RDH)

NAT Settings/Port Forwarding(NAT RE/TR—kI+T—F 1 2 9) (OSAT7 V- IL—2FE—FDH)
SNMP Agent(SNMP T— k)

Link Fault Pass—through ()29 7A4ILRISRRIL—) (U954 TN/ AL—TE—KDH)
Logs and Notifications (A% &3@%1)

System Logs (Y AT LAY)

Syslog

E-mail Notifications (E A—/L i@ %)

YL—

Trap(F5v )
Status (RT—4RX)

Wireless LAN Status (&g LAN X T—42X)

Associated Client List (BE:&#{F 15N =054 TR AL) (AP/RRRZE—FDH)
DHCP Client List(DHCP 2547 rJAR) (AP E—FD#)

System Logs (Y AT LAY)

Relay Status(I)L—XT—%X)

DI and Power Status (DI HXUERAT—HX)

AeroLink Protection Status (AeroLink Protection D A T—4R) (954 T/ AL—TE—FDH)
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> System Status (VAT LRT—ARR)

> Network Status (fYrT—IXT—42X)
a ATFUR

> Console Settings (A2 —JLEXTE)

> Ping(EV%)

»  Firmware Upgrade (I7— L7 DEH)

» Configuration Import and Export (3R E DA > ih—bk/THRR—F)

» Load Factory Default ( T3ZEEE )

» Account Settings (FHD U MRTE)

» NRT—FOEE

> Misc. Settings (ZDHDERTE)

»  Troubleshooting(F5 7 IV a—T424)

> Save Configuration (3% E DIRTE)

> Restart (B{2E))

> Logout(A47k)
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Web TS50 HIZLHERTE

Moxa AWK-3131A D Web TS5 DALA—T A/ R(L AWK-3131A DREFLEELI-Y. RBEOERB LU vrI—oEHE

HEREIC T OB ALY T BDIZERTYT , #HEE Web TS59HI(L, JVM (Java Virtual Machine) i (1 Ab—)L&t= Microsoft®
Internet Explorer 7.0 LI LT,

*E

AWK-3131A &I LAN [THEEE SN TULVD PC 7RRA DD AWK-3131A O B IRHERE OB IR BRI 5I2(E. PC 7RRARE
AWK-3131A B REILHEB Y TR VMIBLTVWARENHYET . RHRIZ. AWK-3131A A VLAN SRERICREIN TS
& .PC ;RRMDVEE VLAN [CBLTWAILERERTIVLENLHYET,

Moxa AWK-3131A DT I7+/LED 1P [E 192.168.127.253 T,

AWK-3131A @D Web R—ZOLY—LEBA U A—TIARIZTIERATBIZIE. UTOFIEIZHNET .

1. Web TS5 (DFEY Internet Explorer) #BiE. 7KL ADHRIZ AWK-3131A @ IP PRLRZAHNLET ., lEnter)Z##LT
BiREmEILES.

/) about:blank - Microsoft Internet Explorer -0l x|
File Edit Wiew Favorites Tools Help | ﬁ.’

- ™ A, ._j _lnL " ‘} - '_' kg
L ek - i) - |ﬂ @ T ‘ -/ Search * ¢ Favorites Q& ‘ e
Addr355| http:{192.168.127.253 j G0 |Li,-,k5 »

B

2. Web a2Y—ILOBAT AU R=UHHAEET  NRT—R(TIHILEDI—HF—F (L admin, TIHILED /XRT—F[X moxa)
#ANL. TLoginl (AT A EI )L THATLET.

MOXA AWK-3131A-US

Username :admin

Passward : |ses-

Login

goahead
WEBSERVER

3. Web R—IZFaVE1—RIFH0O0—KTHDICOLERAINDBENHYET ., HFELVD AWK-3131A O ETILEE
IP PRLANTEAHEE Web R—Z DA RILN—IZRFTENTNBILITEELTEEN, 20 1BHRITELHD AWK-3131A
EENTNEANTEDIRILET,

HLABAS AP —BONRRT—RRANSINEET—Z U T AV = U NRRENET VAT AFI—HF—ThIrE

IMaintenance = Account Settings IDR—C TERESNZBREEA—RIZLTRTWET, TI4HILED YRS A BIZKIZSETT

THILbD OV T REEE I 600 #2 T,
WolzATADU R AYIENDE A—F—([EOVI 7O MBS HEETERAITEF DI LITHRYET,
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Username :admin

Password :

Login

Invalid username or password

goahead
WEBSERVER|

This account is locked.

Username :admin

Password :

Login

Invalid username or password

Goahead
WEBSERVER

4, TSIYDERIHDA=21—Y)—%{HE>T AWK-3131A HEEFBAEET,

Home
-y Main Menu

i_] Overview
D General Setup
D Wireless LAN Setup
D Advanced Setup
D Logs and Notifications
D Status
#{_] Maintenance

{_] Save Configuration

{_1 Restart

{_] Logout

UTDOtI3> T, AWK-3131A D& EEBMAEEEMICRBALE T BEABMBILESEN iy T 10 s avItii#Eish
TWET,

*E

AWK-3131A DETILLE (T AWK-3131A-XX ERFRENFET , 2D XX [FEI—FTT, Ea—KIF AWK-3131A D/ —230 &
FRTIEEHERLTOET, LTORTIE, HlELT AWK-3131A-US #FEALTLET , (BEVLOIVE1—2DOEEIZE
RENBEI—FEETILAIL. ChioDBIEIZBRLEIIGEENHYET,
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Overview (%)

lOverview | (B E) DR—I(Z[E, AWK-3131A DIREDAT—RANBRHLTRIRSINET, 1F#RILX. System Information] (3 X
FL1E$R) . MDevice Information] (7731 R1E5%R) . 1802.11 Information](802.11 1&#R) D& IL—TIZHEINTLET,

[\ | OXA“www.rnoxa.com

Home

i Main Menu
{:l Overview
{:I General Setup
Wireless LAN Setup

Advanced Setup

Logs and Motifications
Status

Maintenance

Save Configuration
Restart

Logout

Overview (Warning: Change the default password to ensure a higher level of security.)

This screen displays current active settings

System Information

Model name AWK-3131A-US
Device name AWK-3131A_7286
Serial number 7286

System uptime 0 days 00h:01m:51s
Firmware version 1.6 Build 17091517
Device Information

Device MAC address 00:90:E8:62:BB:89
IP address 192.168.127.253
Subnet mask 255.255.255.0
Gateway

802.11 Information

Country code us
Operation mode AP

Channel 6

RF type B/G/N Mixed
Channel width N/A

SSID MOXA

[SSID DY (MOXA)EH) o T BE ULTORNDESIC 802.11 DFEMIEHRMARTINET,
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Web 12V —)LERE

Wireless LAN Status

¥ Auto Update

Show status of | WLAN (SSID: MOXA) ¥

802.11 Information

Operation mode
Channel
Channel width
RF type

SSID

MAC

Security mode
Current BSSID
Signal strength
Signal strength
Noise floor
SNR

Transmission Information
Rate

Power

Outgoing Packets
Total sent

Packets with errors
Packets dropped
Incoming Packets
Total received
Packets with errors
Packets dropped

AP

6

N/A

B/G/M Mixed
MOXA
06:90:E8:11:22:33
OPEN

N/A

N/A

-108 dBm
-108 dBEm
M/A

Auto
20 dBm

*E

802.11 Information ] (802.11 {&R) [ICRFINDNRIL. BIFE—FICk>TERYET, X (X, [Current BSSID | (IR7ED
BSSID) . I'Signal strength | 1§ 534F) . [SNRJIE. M EE—FENISAT UM/ OFAT U -IL—2/AL—TE—FDHEIZLHRTR

ShFEEA
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General Setup (EAEXE)

General Setup | (BEARTE) DY IL—F(2IE, BEEH AWK-3131A DAV TFUREEBICRLIERT S —BHAEHRENE
FhTVET,

System Information (> AT LG )

['System Information] (& AT L IEHR) DIEH . 4¥I-IDevice name| (77341 X% ) &l Device description | (7731 AMDEREA) (&,
lOverview | (B E) DR—T  SNMP (&R, BLUB G A—)LIZRTENT=Y ., EFENT-ULE T, [ System Information] (> AT LfF
W DEEHEFRETNIEL RUPT—VIZEHINTLODE LD AWK-3131A ZHFTEONRBITHEYET,

System Information

Device name AWK-3131A_0000
Device location
Device description

Device contact information
Login Message

Invalid username or password
Login authentication failure message

Submit
Device name (7/V1 X %)
BE B TiGEEEE
K31 XF COATav(E ERO AWK-3131A ORBICHREETINENE BT | ETAET/VIX

BDIZEHTY, MAC DRED 3 /51>

Device location (77 V1 X DHAF)

BE B8 TIRBLEE
&K 31 XF BeD AWK-3131A DIBFREHEELET L

Device description (77 V1 X DEE)

RE il THELEE

&K 31 XF COHIE AWK-3131A D KYEFLULVEEIREFERER T ADIZFELVET, L

Device contact information (77 V1 R ZB#EEE)

RE iBA TinBEEE
&K 31 XF BREFOBEREOHERERHLES . CORR—RIZFID ZL

AWK-3131A DAV TF U RIBLEOERIGHRERLERLET

Login Message (A2 4> Xyt—>)

R

RE il TN

=K 31 XF AT AU LERIZETOA—HF—ITRRT D AVE—DFEANALET, z=

Login authentication failure message (071 FEEE. K Ay 7—)

BE BieA TIEREEE
BK 31 XF EWEA—F—RBONRT—RFTAT (UL A—Y—ITRFTH. 051 | HL

VRN KRB AV E—UFEAALET,
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Interface On/Off (A2 Z3—J A RFA /A T)

Web 12V —)LERE

Interface On/Off

LAN

* Enable Disable

Submit

Network Settings (R YT —S&TE)

[Network Settings | (R T—UE%E) DERE/ARILTIL BED TCP/IP RYRT—IIRNSGA—FEERTE 9, 1=ZL. V54
TR —2EEE—RABMENT20 . CONRILTIERYET—INSA—2D vk A 2 EEREINDISITHEYEL=,
FOREDBATDHRFEIZDONT, LT THALES,

AP/DSA TN/ RRB/ AL—TBIMEE—FTORYNI—IHKE

Network Settings

IP address assignment
1P address DHCP 43,104

Subnet mask
Gateway

Primary DNS server

Secondary DNS server

Submit

255.255.252.0
192.168.43.254
192.168.50.41
192.188.50.42

IP address assignment ( IP ZFFLXDEY 4T

BE B%EA TiEBEEE
DHCP AWK-3131AD IP 7KL R [FHRYrT—S® DHCP H—/\IZ&->THEIRIZ | Static (§28Y)
BYLTOIET
Static (§%#4) AWK-3131A @ IP PRLREZFETHRELET
IP address (IP ZFL.X)
BE BB TiRBEEE
AWK-3131A D IP PRL X |TCP/IP #ykT—45 LMD AWK-3131A ZHAILET, 192.168.127.253
Subnet mask (7wl IRL)
B £l TIRELEE
AWK-3131A DY TRYET | AWK-3131A MNEHLTLDRYET—ODEEEFHEALET ., (Fl: 45 | 255.255.255.0
Ry X B DRYrT—HTIE 255.255.00, Y5RX C DAy FIT—HTI&
255.255.255.0)
Gateway (7"—Foxo)
BE BB TiRBEEE
AWK-3131A DT 74 JLLS |LAN ZHEDRYET—DIZHEKEL TS IL—ED IP PRLR L

—bozA
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Primary/ Secondary DNS server( 754U / €AH2%"1) DNS H#—/\")

FRE BB TiREREE
T54<7)/EhoF1) DNS | RybT—HTHERESNS DNS H—/ D IP PRLA,DNS H—/\D P 7 | %L
HY—D P FRLR RLREANTBE. TTIHFDTRLADRIZ IP PRLRTIEAKL,

AWK-3131A D URL (4§: http://ap11.abc.com) # AN TESELSIHYE
T o T4 DNS H—/\HERTIZKERT S L. h 4 1) DNS H—/3hY
FERSNET,

D4ATF - IV—3BMEE—FTORYNIT—VERTE

Network Settings

WLAN (Default Route)

IP address assignment Static

IP address 192.168.128.253
Subnet mask 255.255.255.0
Gateway

Primary DNS server

Secondary DNS server

LAN

IP address 192.168.127.254

Subnet mask 255.255.255.0
Submit

WLAN IP address assignment (WLAN IP PRLADENYET )

&iE B TIRBRE(E

DHCP AWK-3131A WLAN /2 A—TJx A/ XD IP PRLRIER YT —- D DHCP | Static (§##)
=Nk >TEBMIZEIYLTONET

Static (F%#4) AWK-3131A WLAN /23— T/ AD IP PRLAEFETHRE LET,

WLAN IP address (WLAN IP 7FL-X)

RE il THELEME

AWK-3131AWLAN « >4 | TCP/IP RybT—%4 £ TOD AWK-3131A D WLAN /2 2—J x4 XD IP 7K | 192.168.128.253
—JIARADIP PEL R LRZEHAMLET,

WLAN subnet mask (WLAN HT 2w, vX2)

BE BB TiRBEEE
AWK-3131A WLAN /> 4— | AWK-3131A D WLAN AU A—TJ A AN EHIN TS RYET—IDFE | 255.255.255.0
TIARADIP PRLR BEHEALET B Y5XB DRYRT—ITlE 255.255.00, Y5 & C DF

whJ—S Tl 255.255.255.0)
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WLAN gateway (WLAN 5" —Fox 1)

FRE BB TiREREE
AWK-3131AWLAN €24 |WLAN ZHE DR YT —IIZHEHEL TS IL—E2D IP PRLRATY, L
—ITARDTIHIVET—

bozA

Primary./Secondary DNS server

BE L) TiRELEE

7F54<)/+Hh%1) DNS
H—n\DIP 7ELX

YT —HTERASND DNS H—/ D IP PRL X, DNS H—/\D IP 7K
LRZEANT L. TSIVFDTRLADMIZ IP FRLRATIEAL,
AWK-3131A @ URL(f5l: http://ap11.abc.com) # AN TEBLSIZHYE
o TTA47Y DNS H—/\HERICKB T DL, THUH 1) DNS H—/3h
ERSNET,

TL

LAN IP address( LAN IP ZRFL-X)

RE

A

TIRBLEE

AWK-3131A LAN /24—
IAADIP 7PRLA

TCP/IP YT —5 ETOD AWK-3131A D LAN /2 83—TJxA4 ADIP 7K
LRZEHRILET.

192.168.127.254

LAN subnet mask (LAN H#F%4wFVX2)

BE

i

TiHBEEE

AWK-3131A LAN €Y 5—
TIARADY TRy kIRY

AWK-3131A @ LAN /U A—Jz A ADEHFEIN TSRy T — YDIELE
FHALET (Bl: 95X B ORYRT—HTlE 255.255.00, Y5 R C DAY
k7 —4 Tl 255.255.255.0)

255.255.255.0

System Time (> AT L)

AWK-3131A [& NTP H—/\HhSDEHROI—H—IEED B F/BZIERICE OHFRMEMEEEHZ TLVET, ogs and
Notifications ] (A4 %> @&N) AL DHERETIE, AvE—TITUTILEA LIEREZEBMTEET,

System Time

Current local time

Time protocol
Time zone

Daylight saving time

Time server 1
Time server 2

Time sync interval

Submit

Date (YYYY/MM/DD)
2015 |/ o5 |/ |20

Time (HH:MM:SS)
08 |:|11 |:|54

Set Time

SNTP
(GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London ¥

Enable

time.nist.gov

600 (600~9999 seconds)

lCurrent local time | (BRAEDO—AHILEFRH)IZIX. 2D Web R—IZEFALEED AWK-3131A DR T LK ZARRINE
T, [Set Time (BFMEIERE) RALEV VT 5L, BFH LA ERLUDNSA—FEFHYIZ TEFT . EENTT I DL

I (Updated) | (BENEHA) EWLVSIXFIIMRREINET , [Save and Restart ] (RFEL THEER) FETLAKTH, A—HILV R T LA
BEZIDBNEE ARG YET,
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*E

AWK-3131A [FUTILEA LYOYY (RTC)EZNBLTLET , MHARER ORI vy T o & AFICRIRT—YIZ NTP H—
NZTHERTBA—H R YMEGEMNEZMEE L LAN £IZ NTP H—/3HAUME A1, AWK3131A DI Current local time ] (3R
EDOO—NILEEEZEFHTEHILERBEOLET

Current local time (BZZED O—71 /LB /E])

BE L) TiRELEE
A—H—HIEEAREGR | B EBZIDNSA—2EFEZ (EO—H/ILIFEERE TS, &L O— |4l
i HIVERXENEICHE SIS YET,

24 BEIRXEFERLET : yyyy/mm/dd hh: mm: ss

Time zone (844LY—>)

E il TRl

—H—RIRATRERR | B ERE T SL. GMT (VU DIRER) hoO—ALKRHICERT | GMT(JU =y UiR%ER)
EFHESITHYET,

# K

AE
B4 L E 9 5&. [Current local time | FRTEDO—AHJLERRE) N EEIMIZABINFE T, [Current local time] FREDO—HIL
BERE) 3R E 9 BRI, [Time zone | (FFREIT) 25X E L TEELY,

Daylight saving time (E FFHE7)

RE i TIREEEE

IDaylight saving time | (E R/ AT 5L, LT DNSGA—EINKRRTEINET,

o [Starts at|(BAEH): ERMABES B,
o [Stopsat](#T7H): ERFEMNEHSET,
o [Time offset| (A LA Ttyh): BEt & ARMEDEINEIRELET .

Time server 1/2(84 L —/V1/2)

BE B%EA TiEBEEE
172 EEDEALY— /N |[NTP B LY —/\D IP F=ERAAVTEL R, 1 EBH® NTP H—/\  |time.nist.gov
DR VEAT) MNrEhbdE. 2 SBD NTP H—I_\MNERShET,

Time sync interval (B5/E @25 /E /)

RE il THELEE

NTP H—/\0)EH#AREf= CDINTA—=EIE NTP H—N\HRZRL T SMEREEIREELET . 600 (¥1)
(600~9999 )

Wireless LAN Setup (#E#2 LAN EX5E)

AWK-3131A [CIZEBHEE—FDEYLD 2 HYFET . RAVMY—TILFRAVNEERD AP/HVSATY FE—REEBMN
BRAVMY—RAVNBIERDIRZ/AL—TE—KR T, Z0 2 BEOHEE—FDIEENL, I54F7 U AL—T Ei514%
TD MAC PRLADEMTY,

AP/OSAFT Uk 80211 FEOBAERRT B=OIZ P TUvD VI BBNERINET ., COBE. I71 7V MEREICHER
ENF=TINARD MAC TRLRIZ, 54T 2D MAC PRLARATEBEBRZONET  AP/UVSA TV ME—FTIE. MAC REET R
TLFEEIF MAC(LAY 2)R—RADBENMEASNTVDEEICEEOMENFELET HAIEELADHYET . ZDHEEE. Ruk
T—IDEEE—REIRF/AL—TE—FIZEETILENHYET,

RRB/AL—T: Wy AL—DEBREBBLIZEEICT/ISMRD MAC PRLREERBTICHIFTELISY ARTLUME
RAVMY—FRANTORALTT BRIV AT LIZR DS, RIDLTEATELERY 1 —2avaBFELOGEF, TRY/ XL
—JEFERLTZEL, .

DFAT M- I—5: 1ZEZITAT M E—FD 1 DD/N)I—230TTWLAN OBMEIZISATUME—RERILTT AN
WLAN H$JRuk& LAN BT RubEDBET H1=DITIL—FDOEENBIMSNELTz, CHISEY, RUET—=ITSUFIF, 54T
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UMNEBHBOE®RTTISAR—L IP PRLRFEY YU THIEMNTEET, Static Route | (F#HIIL—b) . TNAT . Port Forwarding
(IR—kTHT—T 425 ) DEMEEEDEE #IL. TAdvanced Setup )l (BELRTE) TS Do avIcRB#ShTLET,

R=T7—: BRI T EBRICH M TELFERESERRICIRE T 572612, AWK-3131A TIE Wireshark /N 7 ybX=T7—
YIhY 7 EEET Bl Sniffer] (R=J7—) E—KREHR—FLTLVET,

*E IV T EERTEIANENTT O, V54T UATIE, BIRAI—TTA XA WLAN) &/ —H RybA L A—T 4/ ZX(LAN)
EDETRIETED/Vrybht P R—ZADIDEFIZHEY . ZDMDFEEDSTv I (IPX P AppleTalk 2&E) [FEFETELE
LDSFIRABHYET .

Operation Mode (B1{EE—F)

AWK-3131A (£ AP, 54T U DFATUMIL—8 RRB, AL—T R=ZJ77—&LV5 6 BHEDEMEE— FIZRELTWET,
BE—FRREZRINT—IIZBVTENEFNELSREER-LET,

Operation Mode

Wireless enable * Enable Disable

Operation mode AP v
AP

Client
Client-Router
Master

Slave

Sniffer

Submit

Wireless enable (SEARD & H)

&iE B TIRBRE(E
Enable ({9 %) /Disable |RF (EREEEBOED 12— ILIEFETH U A TENYBZIONET Enable (E A9 %)
(ERALALY)
Operation mode (F1EE—F)
BE B TiGEEEE
AP AWK-3131A [FERT IV ERARAU DR EIER-LET AP
Client(9547F) AWK-3131A [FEIRISAT UL OJREIEZRI-LET
Client-Router AWK-3131A (&, BIRVSATULDRENZRZLET AL WLAN 15—
(DSAT2RIL—4) TIARELAN AU B—DIAR%E 2 DD YT RYMIR T —LSi%a%rE
ATWET,
Master (¥ RX4) AWK-3131A [FERIRAIDRENER-LET
Slave (RL—7) AWK-3131A [FEBRAL—TDREIZR-LET
Sniffer (R=77—) TINA R%E)E—h Wireshark 1> A—JxA RIZENYEZ, 80211 /i4vyk
EXvTFeLTHHLETS ..

A=77—E—FDOFIE:

1. AWK-3131A TEIMEE—FER=J77—E—FRIZHRELTHL., TS RZRELTHREZELET.

2. Wireshark(v1.120 KL E)HBSAUAb—ILEN TS S YTy T2, AWK-3131A A —H Ry bENLTERELET .
3. AWK-3131A @ IP PRLRZEAALTIE—RUEZ—TAREEBMLET,
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Interface Management s | = | = 23 |
A | M Wireshark: Remote L. E@gl
|PiDES |LOG| Interfaces | Remote Interfaces | Haost: 192.158.12?.253'
Remote Interfaces 3 -
Host S 4
Authentication
@ Mull authentication
) Password authentication
Username:
Password:
‘I 1 ———— Fl .
Add Delete [_ Apply l [ Close l

Wireshark D EELLMERAEIZDLTIEZRD Web R—UETELZELY,
https://www.wireshark.org/docs/wsug_html_chunked/ChCaplnterfaceRemoteSection.html
4. Wireshark Z{#>T 802.11 &R/ ST b DX ¥ T F v ERBLET,

Basic WLAN Setup (&7 WLAN %5€)

IBasic WLAN Setup | (BZ& WLAN %) /\RJL Tl SSID DEMERENTEET, SSID IEF|IRR YT =V T /A AHEIRIE
BOBELHIFITERTEI—ENDID T 1 DORYNTI—IFLIEHITRIET—H LOEHRDT I ERARAUHZFEL SSID %1#
ATEET AWK TIERKX 9 DD SSID ZFEATE. & SSID ZEAZERE TEFT . T TO SSID ZEBFICHEAAETT . OF
Y. D5AT T NARIZEED SSID #FE>TT VARSI EERTEHDTY,

Basic WLAN Setup (Multiple SSID)

Status SSID Operation Mode Action
Active MOXA AP Edit
Add SSID

TAdd SSID|(SSID MiENM)ZEV)vDF 5, SSID ZEBMTEET .

Basic WLAN Setup (Multiple SSID)

Status SSID Operation Mode Action

Active MOXA AP Edit

Inactive || AP Save || Cancel
Add SSID

lEdit| (#R&E) €0V THE. K SSD IZENENRASREEENY L THENTEEY HENNRILORTEUTOESYT
ER
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Basic WLAN Setup

Operation mode AP

RF type
Channel

Channel width

SSID IMOXA

SSID broadcast ® Enable ' Disable
Aerolink AP ) Enable '® Disable
Management frame encryption ) Enable ® Disable
Management frame encryption password sensssnse
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AE I'Client] (9547 k) . TClient-Router| (V547 b=)L—4) { Ftz[&I Slave | (RL—T) E—FIZHIYE Z 5L, [Basic WLAN
Setup] (BEAR WLAN E&7E)/SRJL DT Site Survey | (YA MRAE) RAVHMERTBEICA YE T, [Site Survey | (A MAE) K2V %
PUvgHE TRDOELSIC, FATREA AP ICETABHBARTINET, TOT1T4D SSID 9 vo9 %L, [Basic WLAN
Setup | (BEAR WLAN &) R—TDISSIDIMHIZ £D SSID D{EZEHATEET , [Refresh| (BFNRALEV)vIT 5L BIR
RLTREEHTEET,

Basic WLAN Setup

Operation mode Client-Router
RF type B/G/N Mixed v
Channel width 20 MHz v
SSID MOXA Site Survey
Proxy ARP * Enable Disable
Submit
Site Survey
No. SSID MAC Address Channel Mode Signal/Noise
Floor
1 MHQ-MB FC:F5:28:CB:5D:AB 1 BSS/WPAZ/Ent i ann0l
Q /WPA2/Enterprise o iam/-111d8m)
ik P - an00ll
2 MHQ-Mobile FE:F0:28:CB:5D:AB 1 BSS/WPA2/Enterprise {-96dBm/-111dBm)
3 MHOQ-NB FC:F5:28:CB:5D:93 1 BSS/WPA2/Ent i annll
Q /WPA2/Enterprise | o iom/-111dBm)
Mobi T AT e ; an0ll
5  MHQ-Mobile FE:F0:28:CB:5D:93 1 BSS/WPAZ/Enterprise (-a7dBm/-111dBm)
g a g g a lI]|]|]|]
6 51_FRED 06:90:E8:00:07:956 1 BSS/WPAZ/PSK (-108dBm/-111dBm)
7 MHQ-NB FC:F5:28:CB:39:02 1 BSS/WPAZ/Ent i a0l
Q /WPA2/Enterprise |, o4 d8m/-111d8m)
Ml TS T e - w00l
9  MHQ-Mobile FE:F0:28:CB:39:02 1 BSS"WPM’EE”':”D”SE{-madam,f-ludﬁm]
10 MHQ-NB FC:F5:28:CB:5D:99 5} BSS/WPAZ/Ent i an00l
Q /WPA2/Enterprise |, o4 d8m/-111d8m)
e P ; w00l
11 MHQ-Mobile FE:F0:28:CB:5D:99 5} BSS/WPA2/Enterprise {(-105dBm/-111dBm)
13 MHOQ-NB FC:F5:28:CB:5D:90 5} BSS/WPA2/Ent i annll
Q /WPAZ/Enterprise o, iom/-111dBm)
Mobi TS ET e e ; an0ll
14 MHOQ-Mobile FE:F0:28:CB:5D:90 5} BSS/WPAZ/Enterprise {-a0dBm/-111dBm)
| o o o o o = lI|]|]|]
15 MHQ-NB FC:F5:28:CB:5D:3F 5] BSS/WPA2/Enterprise (-83dBm/-111dBm)
17 MHQ-Mobil FE:F0:28:CB:5D:3F 6 BSS/WPA2/Enterpri aa00]
Q-Mobile /WPA2/Enterprise o iam/-111d8m)
18 MHQ-NB FC:F5:28:CB:5D:8D 5] BSS/WPAZ/Enterprise a0000

(-104dBm/-111dBm)
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RF type (RF #17)

BE B | T
2.4 GHz

B IEEE 802.11b #RAZIZD A%t B/G/N Mixed
G IEEE 802.11g RIBICDH I (B/G/NBTE)

B/G Mixed(B/G jB7E)

IEEE 802.11b/g 3R#&IHIG, 1=12L. 802.11b VSA TRy T—4 L
1ZBHA55E(E 802.11g MNFET HATREMENAHYET

G/N Mixed (G/N iBTE)

IEEE 802.11g/n &I, =1L, 802.11g US4 T RvbkT—o L
12528 E(E 802.11n MFET ZATEEMEAHYET

B/G/N Mixed(B/G/N ;B%E)

IEEE 802.11b/g/n FIKIZH IS, 7=1ZL. 802.11b USA TR YET—H
LIZHBBEIE 802.11g/n AEET BAREMENAHYET

N Only (N Q&) 2.4 GHz IEEE 802.11n }E#&IZDH R
(2.4 GHz)

5 GHz

A IEEE 802.11a FRI&IZDH RIS

A/N Mixed (A/N ;B7E)

IEEE 802.11a/n FRA&ITXiS, F=12L. 802.11a U547V bRk —o L
1IZH55E(F 802.11n AFEIT BAIREMEAHYFET

N Only (N D)
(5 GHz)

5GHz IEEE 802.11n RI&IZDH Xt

Channel (F+>2&/)( AP E—F D)

BE BB TIRELEE
FERATREGEF v RILIE ZDFTavid, AWK-3131A HVER AP DR EIZRI-L TS5 AIZ |6 (B/G/N BEE—F®D
RF A4 FIZ&>TERBYE | DHRABEARETT , BRISAT7URELTEELTLND AWKSISIA (£, |BE)

+

BEEM TN TS T IR RS UMD F Yo RIILEERALEYS

Channel width (F+>F/LEE)( 1IN RF 847 D#&)

BE B%EA TiEBEEE
20 MHz FroRIVBERIRLET EDA T2 FERHTHIRENMIETT E7320) | 20 MHz
20/40 MHz H& (&, 120740 MHz) (B 8) &R TLIE S

Channel bonding (F¥> AN Ta20)
I'Channel bonding | (Fr> RILIRU T A9 [EF ¥ RILIED 20/40MHZIZERTESN TLBEIZ AP IZE>THEDONA TWSFro

IWERLET,
SSID
BE B%EA TiEBEEE
=K 31 XF 954T e AP BHREICEETBIZIE. V547D SSID & AP D | MOXA
SSID AEILTHITNIELEYEE A, .
3 SSID [CIERDXFIXEZFEA &
SSID broadcast (for AP mode only)
B £l TIRELEE
Enable ({9 %) /Disable |SSID MTO—KF v RAFAIREMEIMEIELET. Enable (fEFH9 %)
(EALELY)
BB

SSID 7 O—FRF v AMBREN EHLEWREDH, AP EVSATUMEIDFS Fro RILDIEGEHILTHENTEE A I5M1T7Y
RE DFS FroRILDZBRF v LI TIVELALTY , CNLDF YU RILADT ITATRF YU FZ SN TWET,
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AerolLink AP

B’E B TIBBREE

Enable (fEFA 9 %) /Disable | 754 T MAID Aerolink {REIZHZUF DEIREFFE CEENZH 17518, | Disable (ERALZLY)
(ERALALY) Aerolink AP A% AP BIDA —H Ry MEIEEE=RTELLIILET,

iE: AeroLink {REXFIRFICHSAT7UMITHATIDELNHYET

Management Frame Encryption (V£ SX,IL—LALREEE)

RE A TiRELEE
Enable ({9 %) /Disable | CODHEEEFERTHELF 1) TAHRLELET, IROAVITIL—LEES | Disable (fFEALALY)
(fERALLY) ElE. EWMEHT 2200 TN RABTA—H—HEEND/\RT—K%
RETHIENTEET,
A E AeroMag [ Management Frame Encryption ZH7/R—rLTWVEE A

WLAN Security Settings (WLAN 21T 48%5E)

AWK-3131A [&. Open(7F—F>) . WEP (Wired Equivalent Privacy) . WPA (Wi—Fi Protected Access). WPA2 O 4 FEHEDIZHM
BEREX )T E—RITHELTOET , AWK-3131A Tlk., £F1UT4E—F & WPA 447 #BIRTHILT. HiEFEOL
FaT4E—FEFEATEEY,

e Open(F+—7v): BiIHL. T—48ES1E%EL,

e  WEP: #H#J WEP (Wired Equivalent Privacy) ¥—#F B THRETIVELNHYET,

o  WPA/WPA2-Personal: WPA/WPA2-PSK &L TEABNTLVET, [ Passphrase | (/NRTL—X) DI (21T, EEDZEE
INTYNEBILEZIENTIMEBILICERTAF—ZFEHT 51O DIRAF—ELT TKIP Ffzldk AES TV DUNERT
% PSK(Pre-Shared Key) #18 € D ENHYET

o  WPA/WPA2—-Enterprise: WPA/WPA2-EAP (Extensible Authentication Protocol) EEFE(XNET, WPA/WPA2-Enterprise Tl
TINARR—ZDFBEEZ T T4K, IEEE 802.1X [2&kD1—H—~_"—XDFRIL HFEATEET, AWK-3131A (& EAP-TLS,
EAP-TTLS. EAP-PEAP ) 3 &M EAP ARITHELTLVET,

e WPA-WPA2 mixed: AWK [X[EIFFIC WPA/WPA2 ZH7R—LTLVET , AWK (& WPA & WPA2 ZESTEAD Wi-Fi V54T h%
PRI AIEMNHEET,

WLAN Security Settings

551D MO A
Security mode Open A
Submit WEP
WPA
WPAZ

| WPA-WPAZ mixed

Security mode (¥ 7+E—NR)

B’ L] TiZBEFEIE
Open(F—7>) B AU Open(A—7>)
WEP EHHO WEP MEDNET,

WPA WPA MMEHNET,

WPA2 IEEE 802.11i % “TKIP/AES + 802.1X" CHR—rLFET,

WPA-WPA2 mix AWK [Z3Ei 3 2 WPA & WPA2 DA DISA TN ERBFIZEREILET,

Open (A—7>)
tXa) T4 EDEEAMNS, EX1TFAE—FZE Open(F—TV) VAT LIZEYM TIEWFER A, BELRSEIET—2ESEMN
A =T AT LE—RTRTHOAELNDSTT,
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WEP (LAY —E—RDH)

*E

Moxa [FLAL—BHHITDH WEP X 1)TAE—FEEATVET WEP [FETHLRETIEHRL Wi-Fi 7547 RELTIFECSE
HEEEZONF T EDLILFFENH>THWEP OFIAFIEETEEEA,

IEEE 802.11 RA&IZLHIL. WEP 12525 WLAN Security Settings
BFUT-HOBESLEEAL THRENRZ

R TEET, [Shared]) (F1= (& Shared SSID MOXA
Keyl) ZB3EI& WEP FREEET—2DIES 1k Security mode WEP ¥
DEANBELESNIESICFERINE Authentication type Open ¥
9, @E. [Open|(FEF=[£MOpen System])  Key type HEX v
SREEIE WEP (kDT —2DKSSEAEREL  Key length 64 bits v
ERICETENDGSITERAINET, Key index 1

WEP key 1

WEP key 2

WEP key 3

WEP key 4

Submit

X2 TFAE—RELTWEPEERAT S15E (X, F— (LR BWEP O—R) DEE% 64/128 EVhIIRETEE T ThIXERIC
(£ 24 EVEDIHAIEARI R ILEES 40/104EVR DL —ILybF—TF, AWK-3131A Tl F—AVTYIRELIZFERAT B0
BIRTED4HHO WEP F—EITHISELTOET  BIRLI-F—ERE L AP BINSEBRITATUMUNDI ST I EEBIET S
REEF—LLTHERT T —%HEEL 9.4 DD WEP F—([FTRTERISATUMINDS AP BINDIST4v0EESILT
% ZEX—LLTHEASIhET,

WEP F—[&. HEX £ ASCII D 2 DDF—ALFE#{EATEET, & ASCI XFIL 8 EYMIDT. 0 EYh(FE 1zIE 64 Evh) D
WEP F—[3 5 XF, 104 Ewhk(FtlE 128 EVb) DF—IF 13 XFITHYET, 16 HEHT X, EXEN4EYMEID T, 40EY
FDF—IE 10 XFED 16 #EFH 128 EVbDF—I1L 26 XFD 16 #EHELY FT,

Authentication type (ZB5F5 1)

BE B TiGEEEE
Open(A—7>) T—ABELIEETT A, REEEHYEE A Open(FA—7>)
Shared($£4H) T—ADMSELBIOmMAIMERSNET,

Key type (F—2517)

&iE B TIRBRE(E
HEX 16 EHBXTWEP X—%E HEX

ASCII ASCIl B T WEP —%457%F

Key length (¥—£&)

&iE B TIRBRE(E
64 bits (64 Ewh) DHERIRIL 24 EVRD 40 EVR—ILybF—%F A 64 bits

128 bits (128 Ewh) VEEATRIL 24 EVRD 104 EVbo—o Ly F—%FE R

Key index (F—1>TwI )

BE BB TiRBEEE
1-4 EAT %5 WEP X—%487E Open(A—7>)
WEP key 1-4(WEP — 1-4)

B £l TIRELEE
ASCIl #2=: RC4 FEBETDU D WEP L—RELTHERATESXFS None (%L)

64 Evk5 XF

128 Ewhk: 13 XF HEX:
64 Ewhk 10 XF (16 #
)

128 Ewhk: 26 XXF (16 #
)
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WPA/WPA2-Personal

WPA (Wi-Fi Protected Access) & WPA2 [& WEP D KRIBIZHEINI-FBESILAR T, WPA (L 802.11i draft 3 IZ ED{tFa
T3 T.WPA2 [E 802111 MEAZBFEH/N—avIZEHDVTOET, WIHMERIMLILZ . WEP @ 2 £ 48 ErTE(E.
BEIL. BLUBIEINET . ALD YAV ERETLHLHIC. F—EEHMIZEFS hFET,

AES RSkl WPA2 (BIEFEIFICEFENTT ., —EDER AP DUSATURD WPA X 1) TE—FTHELE ATEET,
AWK-3131A [SEBRIEEHERTB=HIZ. WPA LU WPA2 D AES 7LV X LIZEH L TLET,

WPA/WPA-PSK (Pre-Shared Key) L TH 155 Personal /3—23> M WPA/WPA?2 (I, ERBEDHZHESHIESLED
T=ODFELFERFRBLET, /SRIL—XIE WLAN EHROBESIEAR (FLEBEI24T) DR—RELTHERSNET, /3R
IL—XIE, TEREFTRWVERLGED THITNIERYE R A /SRTL—XD ASCI XEDHITHZ/I 8 XFE.,. ZK 63 XFETY,
BED=H, CONRITL—XEIENFICARET . EHMICEBL TS,

WLAN Security Settings

SSID MOXA

Security mode WP Y

WPA type Personal ¥

Encryption method AES ¥

EAPOL version 1ir

Passphrase sessssssns

Key renewal 3600 (60~86400 seconds)
Submit

WPA type (WAP 541 7)

BE BB TIRELEE
Personal ({E A) PSK (Pre-Shared Key) Xfi5MD WPA & WPA2 #iRHLET Personal ({@ A)
Enterprise G&A) WPA & WPA2 DEALANLDEF)TAERELET

Encryption method (F&E-L 5 =)

#E L] TiZBEEIE
TKIP** TKIP (Temporal Key Integrity Protocol) Z{E AL E S AES

AES AES (Advance Encryption System)Z{ERALEY

Mixed (GB7E) TKIP JO—FFrRhF—& TKIPHAES A=FrAbF—%—HOLHY

—AP USATUMNIRELET ., COATLaviEHFYERAINERA

#k CDFToFNL 802.11a/b/8 BIETDAEHTEFET
* CDFToFNE AP/ VREDLH S —FE—F TDAREFTE, AES OS54 T TIEEF TEFEA.

Passphrase (/YX IL—X)

BE il TIEREEE

8~63 XF ESLESIVESLRADF—EERT 5-HNDTRIF— ZL

Key renewal (for AP/Master mode only)

B £l TIRELEE
60~86400 F» IIN—TX—%¢BHTMBEEEELET 3600 ()
1 95~1H)

*E

lkey renewal] (F—FFH) DIEIL. BEEILFXF—%EFETHHEELER AP ([THERLET . BE. ZDlkey renewal] (F—FEFHN) D
EEECRELTHESEF—IERICERTINSLINCTEHE, EX ) TALRIIEELAGYET, T7 AILMEX 360 7 (6 43)
TY, ARV HFEYREAE- TVEWNMES (X, BEFHERERCTHILETEET,
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WPA/WPA2-Enterprise (AP/ T AZE—K)

T WPA type 1|(WPA 41 7)%Enterprise] GEN)IZERTET D&, 802.1X IZk>THEASNDIL—LD—YRATAMILTHS
EAP (Extensible Authentication Protocol) Z{# o=y rD—SEBEEM A REICHYE F, SN 5D Enterprise GEA)LARILDEFa)
T4E—FTIL. WPA/WPA2 T IEEE 802.1X #EENHLIEE . /3w TR D RADIUS (Remote Authentication Dial-In User
Service) b —/\HWALE T, [EEE 802.1X TALIILIZKY | KIFER YT —) CHEMGIER BRI ZERITT LM ATREICHYE
To F—VRIL—RXDXBEIHEHYEE AY

WLAN Security Settings

SSID MOKA
Security mode WPA ¥
WPA type Enterprise ¥
Encryption method AES ¥
EAPOL version 1

Primary RADIUS server IP

Primary RADIUS server port 1812

Primary RADIUS shared key

Secondary RADIUS server IP

Secondary RADIUS server port 1812

Secondary RADIUS shared key

Key renewal 3600 (60~86400 seconds)

Submit

WPA type (WAP %+17)

BE BB TIRELEE
Personal ({E A) PSK(Pre-Shared Key) &M WPA & WPA2 ZiRHLET Personal ({8 .A)
Enterprise G&A) WPA & WPA2 DEALANLDEF)TAERELET

Encryption method (F&E-L 5 =)

R L] TiZBEEIE
TKIP#* TKIP (Temporal Key Integrity Protocol) Z{EFRALEY AES
AES AES (Advance Encryption System) Z{# L E T
Mixed* TKIP 7O—R¥vAhF—& TKIP+AES A=F 5 AF—%—EDLAHY
—AP HSATUNIRELET . SOF T avidhE YERShEE A,

#k CDFToFNL 802.11a/b/8 BIETDAEHTEFET
¥ DA T3t AP/ VREDL B —F—RTDAEF TE, AES HH 054 T TIAEFTEF LA

Primary,/Secondary RADIUS server IP(Z'5+4 7! /tH>%"t) RADIUS H—/ 1V IP)

BE B%EA TiEBEEE
RADIUS —/\® IP 7KL |EAP FAD K RADIUS 4 —/\ZHRELET, L
z

Primary/Secondary RADIUS port (754 7Y)/t4>45") RADIUS 75—F)

RE il THELEME

F—rEE ¥ RADIUS H—/\DAR—+EBEIEELET . 1812

Primary/ Secondary RADIUS shared key (754 7!/ tH>%"1) RADIUS #EF—)

BE il TIEREEE

8K 31 XF AP & RADIUS H—/\DHEFS—HLybF— L

Key renewal (F—&#f)

iE BB TIBBREE
60 4~ 86400 IIN—TX—%¢BHTIMBEEEELET 3600 (7))
(1 93~14)
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WPA/WPA2-Enterprise (2547 N 9547 b—IL—3/AL—TE—F)

HS5ATURELTERTSI5E . AWK-3131A [£ AP {81 WPA/WPA-Enterprise 5% (25T, EAP-TLS, EAP-TTLS. EAP-PEAP
D 3 FEED EAP AR (F=IFX EAP FORIL ) IZHBTEET,

WLAN Security Settings

SSID MOXA

Security mode Wpaz ¥

WPA type Enterprise ¥

Encryption method TKIP *

EAPOL version i

EAP protocol TS +

Certificate issued to S

Corticate expiration date L2

Submit

Encryption method (B&E-E 5 =)
RE A TIHEREE
TKIPs* TKIP (Temporal Key Integrity Protocol) ZEFALE Y TKIP
AES AES (Advance Encryption System) Z{EHLET

*k CDFTTNE 802.11a/b/g HE TDAEFHTEFET

EAP protocol
#E #tEA TIREEEE
TLS TLS(Transport Layer Security) 7AMILZIETE TLS
TTLS TTLS(Tunneled Transport Layer Security) 45 5E
PEAP PEAP (Protected Extensible Authentication Protocol., fll# Protected
EAP) 218

9547 MAITT WPA/WPA2-Enterpise 5% EL T EAP FAMILERINT BHIIC. AP BITORTLAETAM JLIZHELTL
EMEINERVET—HEBEICHERL TS, LB 3 BEO—EMA EAP FORILIZDONT, UTO&EY 3> THLL
SHEALTLVEET

EAP-TLS

TLS (& SSL(Secure Socket Layer) DML T, PR YT —Y L CIEBTELRBEF YO RILEREILTEE 9, TLS (ZEEHA
EXBIZKSMERIICHGELTLET , EAP-TLS 3R 2(ERATEET . RDHIZTORIVEE BAEERIMY—/\ITE(E
FTEBLENHYETH, B —NLIAAZFRELBTNIERYER A,

[Basic WLAN Setup | (EZ& WLAN %5 ) >TWLAN Certificate Settings] (WLAN (FBAZEHRE)ZFHITIIE. 95147 MIIT
WLAN (EBAZE# A R—RLTEAP-TLS 2R TEE T,
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WLAN Security Settings

SSID MOXA
Security mode WPAZ ¥
WPA type Enterprise ¥
Encryption method TKIP *
EAPOL version 1

EAP protocol TLS ¥

Certificate issued to
Certificate issued by
Certificate expiration date

Submit

ERTESIHE AL, TCurrent Status | (BREDRAT—2R) THREDIAEDRT—HRERERTEET.

o [Certificate issued to | GEBAZ D H1T%k): IAEOI—H—
o [Certificate issued by | GEBAZ D H1Tx): IAZOHRTE
o [Certificate expiration date | GEBAZ N EZIHMR): EAEAHARUIN LD B F

EAP-TTLS

BE. FTTHRAATLEERTSLYE. Windows KAAS | Active Directory, LDAP T4L4 k). Kerberos L JLLELNDT=
BEORBIARATLEBFATLEINEEINEZTT LA > T WO BILAY —RBEARICHIET HF=0H(21F TTLS
(Tunneled TLS) 4> PEAP (Protected EAP) AMEREINET

TTLS & PEAP O#HEEILRIL TY . A, W& L EAP-TLS D &3% TLS b RIILEBEL T, B —/ LD TIR)LEHET
PRI —OPMEETESINESINERILET . CORTYTTIEIRDAT YT (DFYTHER IR 2R ET DL RILHREILSH
5128 THERIBREIEIE XN B S EMNHBYET , RIZ. RYbT—VIZH L CA——Z2RE T2V RIATALLERES LT 51
BHIZ,TLS o RIILHBMERSNET,

LEADHMNBEIIC, R CHERIL SN =D T A ERENRETT  MELSNDD(E, IMNRE A E I THE
MMERTESVDHDEIREDHTY , TTLS 4> PEAP TILFIBAZEDHEHIF TE S8 EAP-TLS KUHIEE M —ARHIIZHE
AshThEY,

AWK-3131A [ PAP, CHAP, MS-CHAP, MS-CHAP-V2 HEZEL—EDIEREER EAP AKITHIGLTLVE 3, 2hod
EAP ARZE[RAVNT—VTEEGBATILIIEEDTEFT LA, TTLS > PEAP [ZKAAEERIT AKX ELTIFERIDOMD
LhEEA

REREREEESMEREREEIL TTLS H&
U PEAP CHAREL A—H —R%&(E
FATE5D T, NERREETIXER D

WLAN Security Settings

SSID MOxXA
—H— \
=% ‘%"éﬁﬁﬁb‘cdbl, T. &3 Security mode WpAZ ¥
DA—HF—ZIEESILEShi=Fr> WPAE oy
e nterprise
FNEFEALIBBIZOH FRE v P
NBESISF B EMTEES. TR Encryption I.TlEtthj TKIP ¥
EAPOL version 1T

TDIZATUR) TR THESR
TOEECHIEL TS b TlEn  EAP protocol s v
WCEITEELTEAL, TTLS & TTLS inner authentication

PEAP [Z&-TID 2B€4&L5IC9  Anonymous name E'I:\-IEP
BHEINZ. COAEZERYNTI—HEEE User name MS-CHAP
[CHERRL TS, MS-CHAP-V2

Password

Submit
| ORI |
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TTL inner authentication (TTL FIEB5E4E)

B’E B TIBBREE

PAP PAP (Password Authentication Protocol) Z{# Fi MS-CHAP-V2

CHAP CHAP (Challenge Handshake Authentication Protocol) Z{3 F3

MS-CHAP Microsoft CHAP % {% Ff

MS-CHAP-V2 Microsoft CHAP /A—3 2 %{#if

Anonymous (BE#)

BT B TiREREE

=X 31 XF SV ERERAEICfE RSN S EAREL & Al L

User name (1—%—£)¢& Password(/YX'T—R)

RE A TiRELEE
RER R CHEASNS I—F—RE/ART—F L

PEAP

TLS & PEAP OAEREREEFIEIC
[FLDAENAHYET, TTLS
BB LS =FroRILEFE->T

WLAN Security Settings

-« SSID MOXA
R 3z N
RIEE A7 (AVP) ELBLET M. Security mode WpaA2 ¥
PEAP [EEEB{LEnf=Fv R :
WPA type Enterprise ¥
#EO>ThoRILAT2HEBD EAP - ; thod i
" ncryption metho v
THMERBLET . AWK-3131A ypHent
== . EAPOL version 1
IXHEREEEED EAP FXELTOH
MS-CHAP-V2 IC?(‘JFSL’CL\i'd'O EAP DI'OtOCOl PEAP ¥
Inner EAP protocol MS-CHAP-VZ ¥
MS-CHAP-\V2

Anonymous name
User name

Password

Submit

Inner EAP protocol (FN&8 EAP Zafa/L)

BE B8 TIRBLEE
MS-CHAP-V2 Microsoft CHAP /N\—3> 2 Z{#FF MS-CHAP-V2
Anonymous (EE#)

BE BB TiRBEEE
=K 31 XF SYERERAEI—{E A SN B BARE 4 Al L

User name (21— —%£)& Password (/7YX T—F)

B £l TIRELEE

RERIETHERAINSGL—HF—HL/IRT—F L
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Advanced WLAN Settings (§¥#fl WLAN 5%5€)
COEHL ATl FRF T — o DRI B DR FREE S5 A— S DN THLCGHBLET

Advanced WLAN Settings

Transmission rate Auto v

Minimum transmission rate 0 (D to 64Mbps, 0 to disable)

Multicast rate 6M T

Maximum transmission power 20dBm ¥

Beacon interval 100 (40 to 1000ms)

DTIM interval 1 (1to15)

Inactive timeout 60 (1 to 240 second)

Fragmentation threshold 2346 (256 to 2346)

RTS threshold 2346 (32 to 2346)

Antenna Both ¥

WMM Enable *

Turbo Roaming Enable

AeroLink Protection Disable ¥

MAC clone Disable ¥

b
Transmission rate (152%% &)
#E #tEA IEREEE
Auto (B B)) AWK-3131A [FT—2REZBBIICBRAMLTHELET, Auto (B Bh)
fE AT REAR R HATETHEEE LD FHTEIRTEETA.RF 24TH

G/N EFE.B/G/N B#E. F=l[& A/N BEDEHEIZTRIRTEEE A,

Minimum transmission rate (B/MaEZE )

BE B TiGEEEE
0 ~64 Mbps RMBEREZRTETNIL. AWK-3131A HMEEDHBVERULHVE E |0 IEALAELY)
EALGLMERIZ 0125 |ELALEY . BEROSERMNTH—IURANMBINT, BRE KD

E) FRNREEShET,
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Multicast rate (VL FF+XFL—F)

E BB TIBBREE
S AT REA R E TO—FF VY RABLVRILF IR IRDIEEDT=DIZ, EHEN |6M
—ATEEZILFFYRAN —FEFRETEET, CD/\ TA—2E BIR
ATAT TCRILF XY RARE TAHRM) =32 T ThNhE5EICERATY
(BRESNE=L—IEEZISATUr BNUETESIHE),
Maximum Transmission power (BRA 52X S H )
BE L) TiRELEE
ERTTREAH KEABHERRYTB-ODBENEI—Y—IFETEIRTEE 3, [20dBm
RERENERIERAENENLELIGENDHLH. BH T—4
O—ERERLTESLY, 802.11bg DA EIRATEELHE ik 0~20
T9,
Beacon interval ( E—I /55 ) ( AP/ X ZE—FDH)
BE BB TIRELEE
E—a /iR E—a QO RRBHEEEIRELET . 100 (ms)
(40~1000 ms)
Inactive timeout (FEFP 274784 LF IR (AP E—FDH)
BE BB TIGREEE
8 ~240 TIERARADNISATUNITSAT Iy EEIELIR HZETORE |60 (7))
i
DTIM interval ( DTIM [ElE ) ( AP/ VX SE—F D)
BE BB TIRELEE
F—AE—avlL—k AWK-3131A A% DTIM(Delivery Traffic Indication Message) & £{E9 548 |1
(1~15) EERLET,
Fragmentation threshold (752 X MEL & VE)
BE B%EA TiEBEEE
TSI AR AOFHLL ST IR ERBILTHER T BRIOT—2/ v DE]RK 44X | 2346
(256 ~2346) #=HRELFET,
RTS threshold (RTS L Z( V{E)
BE B8 TIRBLEE
RTS/CTS LELME (256~ | /N7 vbDH A XMENLLEREGSIbT I ERRAV MR EREE | 2346
2346) BRI DH-OICEZEERETILIREIRAY I XER ELET,

AE LTROEFRTEDHEMOVTIE, R A DBEERAZBENSEIZLYET, LROE/NSA—FEELERET NI, |BRAVET—
IDINTFH—IVREM[ LEBEHIENTEET,
Transmission distance (fnfaEE)
B £l TIRELEE
LB E ISR KREEHE |2 80 AWK TN/ RABIDEEER E-(IRAFEEZEELET . 2 D/Y|500
(500~11,000 m) SA—RIEICREMBEDBAIC. ELLETEITIHESHY T,

HAE AP E95A4F7 DA TRICI Transmission distance | (G FEE) /INSA—AN B ESN TR EEFERL TS, 2D/NS

A—EH% 500 £ BHE . RIBBHREIOHIEL=RBELET LTI XLAERENET (5GHZ DF v RILDFH)
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Antenna(7>77)
E BB TIBBREE
A/B/Auto (B E)) AT TFHHR—FERELET . [Antennal (7o TH) % TAutol (HE) | Auto (B E)

IZERET D&, 802.11n G 2x2 MIMO EiEE. 802.11a/b/g SIGLAY
—E—R®M 2T2R+BEIEXEATEET,

* AT RIL—T YA 2 £127455 802.11n DEHEMT —2AM)—L(2x2 MIMO) EIXEAY, 2T2R [FRECT—42ZMWADT Y
THR—bBEZELET,

wmM

BE L) TiRELEE
Enable ({9 %) /Disable |WMM (& WLAN k57499 ® QoS IRETT, WMM XEDEER 2547 | Enable EFRT )
(EALELY) VRTWMM BT L. BEEETADT—EBBESNET,

AE: 802.11n E—RTIE WMM AAEIZERZH->TLET,

Turbo Roaming (054 7> NE—F D)

BE BB TIRELEE
Enable {£R9 %) Disable ({f FHL7ZxzLY) Disable (fE FHL7Z&LY)
/Disable (fEFALZLY) Moxa @ Turbo Roaming |£ AWK-3131A MISAFUrELT—EHD AP D

MTO—3UJ 95581, AFEGNVFA—N\—Z/qEEICLET,

Turbo Roaming |Z AT 5&. LT D/INSA—ENRTEINET,

¢ Roaming threshold: |(O—=3>4 LELME): FLLY AP REFZEWLDIELIROINEIRELET . MADERRE (SNR Fizl&
EEME)NCCTIEELELEVMEEYIECERE . AWK AN\ I5THVRRFvy ZBIIELT, RO RX MRy T IBEEIELE
j-o
TORIZ.BHDRFAATSEDTIAILFDLEMED Y ANETRLET,

RF 247 RSSI {ES5RE
LAL— 24G 30 -65
LAY — 5G 30 -65
N-E—K 24G 40 -55
N-E—K 5G 40 -50

*E

AWK M9 TSV RAF v ERITLTVSREIL., BRO/NTA—IUANEEELY 3 2D 1ETFLES,

¢ TRoaming difference] (A—32J DES): A—IVFERITTIRENESHERELE T /Ny 9T T IURRFrUNNH
SNt O—IVTHETINDIDOE AP BEHEHIREOERIVEVMERSE (DFYA—SUI/DOEN FRETIEE
T EHDOT IV ERARAVIDZOEELFH-THBEE. ERAREINREO TV LA RAIVIAA—IU 5 R ELTRIRS
n#Ed,

¢ [Scan channels ] (F¥URJLIEHR): BIEF Yo RIVEA—IVT FYUoRILEBAERLET,

e T[AP alive check] (AP 754 JHEER): AeroLink Protection ASkYiHEIZ WLAN DEIERISH G TEDKSIZLET .

*E

COHEBEEBRRIZTIE FSTavIDRENEEIZ AWK-3131A A 10 SYRRBIRTY SA TR/ vhEEIET S L3IThHYE
T INSETSATHER N EEHEETEIET S ALFY o RV EFERAT MO ERBIEICHETIARMENDHDIH. 2D
BEEIXIEE L BB F v o R IILERLCHIHTEREAIZOAHEAL TR,

e TAP candidate threshold] (AP {&##LZLME): TAP alive check] (AP 754 JHER) #EEMNIRE DT VL ARA U b FEATEE
THHELEETRABDT I RRARAUEIERED AP BEHELTRESINDZHOIZIE. TOTIERRA UL DIER M E
(SNR/EBRE) N+2 BB ITNIEEYER A,
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Turbo Roaming
RF type

Roaming threshold

Roaming difference
Scan channels

AP alive check
AP candidate threshold

¥/ Enable

B/G/N Mixed
® SNR |30 dB (5 ~ 40)

Signal Strength -75 dBm (-100 ~ -35)

7 {5~ 20)

6 v

Mot Scanning ¥

Mot Scanning ¥

Enable *
® SNR |20 dB (5 ~ 40)

Signal Strength -85 dBm (-100 ~ -35)

HAE HIDOXEIZIBEF SN TS Turbo Roaming DEIERFRI(150 ms)ld, HERERDTEHETY, FhlEHEBILEN-EHTTIT
HhTHY. AP BIETFH DL 20MHz D RF Fr R ILEEL WPA2-PSK 321 T4 LBEEE®D Turbo Roaming /35 A—4%{§
STWET YTAF7 U ME 100Kbps DS T4 v AR DHE3-Fr RILOO—IV T TEHREINET  LALEAS, LOMDER
NEAEHLEHEO—IVTHISATULD AF BIIERHHICEENEFET . I IEUTOEE N B IFENET,

o HAb®D RFF%
o DSATUCDTINAADIBEIRE
o FTINHT—1arDIT4VIDRAIL—T Yk
o EREINTz Turbo Roaming M/XTA—4, HIZIEA—IL T DLEWME. A—I T DESH . AP RHOLELMEE, .
F-T. TNARDBERIZHEIL>TH A —RA (RFAE) ZHEOLET . V54 F7 U hE AP DRI AICE>TEBZ/INSA—4
HEETETEHETT IV —avIc L CRBEGER TSI THIENTEET,
AerolLink Protection( 254 7> FE—RDHA)
&iE A TIRBRE(E
Enable (9 %)/ Disable |AeroLink Protection ZH#IZLT. L LAN RykT—o LDE #8495 |Disable FERLELY)
(fERALELY) AT EEMIZEWNSRT O I—M . ARGERBEEEEHATEDL
SIZLET . BFMIZDULTIE, TStatus | (RT—42R) DT AeroLink
Protection Status] (AeroLink Protection M ATF—4ARX) ZSHBLTLIEELY,
AeroLink Protection ZfET 5L, LT D/NTA—INKRINET,
AerolLink Protection Enable ¥
AP alive check Disable ¥
AeroLink SNR/Signal Strength detection ¥ Enable
AeroLink threshold ® SNR 40 (5 to 40)
Signal Strength |-55 dBm (-100 to -35)
Aerolink difference 7 (5 to 20)
)
o TAP alive check (AP 751 J#EE2): MEnablel (/7 %) Z:#IRT H& AeroLink Protection A% WLAN IEfI &Y BLRET S
FOTHYET,
o [AeroLink SNR/Signal Strength detection ] (AeroLink SNR/{EE5REIRH): SNR/{IEEHELELMEZEAE(C AeroLink DIEE
HEFRILET,
o [AeroLink threshold] (AeroLink LELME): MLRBEEBT/NAREVDIELIBOINEFRELET, LLEBREDEHHE (SNR
MEBSRE) NMEEDLEWMELVIELMES . V547 NI DB R EIRT /NI REZIFELIBOFT,
e AeroLink difference (AeroLink Z53) : 95 A TNV DD EIE/NNAANPYBZEINERELET . TREERT/INAMREFE
L& TRGEBRTT N\ARITUYBEZ LD HERHIREDERLYH R (AeroLink Z5) M EFIRIETESRIEITT
ElD
*E COBBEERMITTBE FST4v UM ENEEIT AWK-3131A A% 10 SUBRIRTT S/ THR /v ERET 5 K3IThYE

T INSBTIATHER /NI EBHEETEET L. ALF o RV EERT MO BREE BT HAIEEMENHDHH. CO
BRI ELERF v RIILETEICHIETESSEEICOAERAL TZEL,
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MAC clone ( MAC 20—> )( OS54 FFE—FDH )

MAC clone Enable v

MAC clone method Static v

MAC clone static MAC (ex: 00:90:E8:00:00:01)
BE L] TIBEREE
MAC clone CORHEREEFERATHEAWK ISATUMNIEEDMAC PRLRZIE—T 5 | Disable
(MAC /8—) DEHALET , ShIZKY MAC VT TRV T—4 (MAC ER—X | (ERALALY)

[SLF=BEFET=E MAC FRREIC LB R YT =D IZHTH IP TS DENE
DHRERRT D EATEET,

MAC clone method o Auto(BEh): AWK 9547 AWK ITHER T 2T /N1 ADN1 DFE1F | Auto (B E)

(MAC 20— AYwE) DEF LAN [T 5T /31 AD MAC 7RLRZOE—LFET,

o Static(RET1YY: EHI) AWK 5127 U ME LAN (SIS B8
DT NARIZfFEHNSD MAC TRLRZL 2 7LET Chld AWK IS
LAN ZR L THEBO T /NS AN ER T HLEHAL. ZD535D 1D
ZIFH MAC ZRLRZEIV B TONDLELHYET,

MAC clone static address | AWK T/ RIS 5, AE—SNBRERZT4 YUY MAC TRLRE |-
(MAC YO0—2RET4v9 | $EELET.
FFLX)

WLAN Certificate Settings (WLAN SEBAE %)
(EAP-TLS @ Client(254 7> k) /Client-router (V54 F7 > kIL—43)/
Slave (AL—7)E—F®DO#&)

EAP-TLS A& BB, KIFD IS4 7 U MIIEWPA/WPA2-T U B—TF 54 X% H1R—IF 51=8ZWLAN SEBAZAREITRYE
9, AWK-3131A [& PKCS #12 ZHR—kLFET . FMIE [ Personal Information Exchange Syntax Standard /({8 N{E#ER3THAIELE
E)ELTHIDNTHEY, ISRT—FR—=RD VAN 9O F—TRESN T/ TV O X —DEIAZESTD T, T3/ R—F—
EREFETHOIC. —RBUICEDONANEIFAILI+—IVNERET DAHAEIA—I VLT,

WLAN Certificate Settings

Certificate private password

Select certificate/key file

Submit

Status

Certificate issued to
Certificate issued by
Certificate expiration date

Current status(BRFEDKR) (£, AWK-3131A [ZAUR—RENTLVD, RED WLAN DFEFAZDIEHRERTLET . sIBAENE M
THRITHIFFIZERFTINEL A

Certificate issued to GEBAZ D FI AE): FAAEOFAEERLET,

Certificate issued by GEBAE H17%) FIBAEZ FITLI-AZRLET,

Certificate expiration date (SEBAZL$A): SAHEENESTIEERTLET,

Import WLAN Certificate (WLAN FEBFZ D 12 iK—R)EVNSRD ATV TEIBIZITS EHLLY WLAN SEBAZE R A U iR—h 3 52 &AM
EES,

1. TCertificate private password] (54 X—k/SAT—FDEEBAE) BICH G T /SR T—K (Ff=[EF—)Z A AL Submit] (12
H)ZE5)vILT/IRRT—FE VLT3,
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2. 18RI —FH [ Certificate private password IMiIZRREN D, TS50 H DI Select certificate/key file] GIBAZ/X—DT7 A L%
BEIRT D) DRIV EY) I L TRERE D71 ILEREIRT 5,

3. [Upload Certificate File] (GEBAZ 77 ILET7YvTA—KT3) &) vILTEEBRAZE I 7ML EAVR— T 5%, A VR—EAETIL
1=5. [ Current Certificate] (BRIEDIEAE) IZ7vTA—RLIZEHRARER TES, BLBEKBLIZE. ATYT1ZHELT/IRD
—RFEELGRELIBAEI7MIILDAUR— 35— ET3LENHLINELNEL,

Step 1:

Certificate private password |

Submit |
Step 2:
Select certificate fkey file | Browse... |

Upload Certificate File |

FE WLAN SEBAZE (X AWK-3131A S T—hL=RBEYE T, 12X KL T Current Certificate TRAHZENTEET,

Advanced Setup (5¥#iE&E)

AWK-313TA BEUPTA VYL ARYNT—H L R T LDMEEERE ESE D012, LOIDEELEEEEFIATEE T, VLAN (X, L
AN =2 2R T—IDTO—F X v AR A VITEHRSINTLBEDD KT IIL—FIbSN=051A T U RERAMNDEETT,

DHCP H—/\—I[&, TA XL RISAT U RNIZEBRATIDITRILET . /I IAILERIE, T7AT 94— EEDEF
YTAANZRLESESEFLRRYNT—IL AV —ITIRELET , 51T, AWK-3131A [£ STP / RSTP FRba/LEHR—ELTH UL
D—OLEDIEERESH. SNMP HiR—MI kYRR T =V EBERRICTHIENTEFET,

Using Virtual LAN ({78 LAN OO {EF)

{548 LAN(VLAN) & AWK 2 1) —XTeyb7v T3 5E. MBI ET AV REIER BRI, LAN Z3REBALTEST AV NI ET5E
THENAELET, —HEHIZ VLAN DANEELPT VT,

{R48 LAN(VLAN) ®art 7k

VLAN > Tfa]?

{R78 LAN [&, VLAN E—BRIICEISN TOET A ENLERE SIFBFRELIC. ALTO—RERrXRACUIZDEA STV D

DESITBIETHHBELEBEYMIE DR IL—TTT, VLAN [ZRICHIE LAN ERICE L ETH. KIFDHERARL

FINT—DRAYF EIZELSTHE— O T IN—T I E T, THA RO B EBEBE T HIEHLICY IR IZ 7 TRYNT—S
DEFENTAET .

VLAN [E7 7t RARAVMEENBKER TEMNYET , 54 F L SSID ° VLAN ZH AU AV REN L TEHED Y TRy —5

[ZETAVMTIFRIERTEET . I5ATUMITH A ENT-SSID/VLAN ZHHR—, T BESBTESNT- AP IZHEKETHIETR
YRD—=DIZT7HOERTEET,

VLAN O F| 5
VLANSs [ EF| THRM THEIC Ry T —2E BT 5EHITRO&S(EhhET,

o EM.BE.EEFE—DOIVAIENLEEBTETT

o EWIIN—TEEEHETEEY

o FMELHIEADTO—RFFrRAMOTILFIYAMBEDIS T4 vIEERLET
o RYRT—HIRTA—IURERELEEREROLET

o tXAYT4HAMELET

o REBRYRI—VIZKY, AU/ —BE®D VLAN OJY—RZEMHITEET,

o EXAYTAERBTEIILLKITATUMEO—Z T TEET,
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N — o ~
VLAN D=5 IL—TFERSTAVIRRI A
AP (&, RYRT—HR—L(SSID)EAR—RIZHSA T b VLAN [ZFH AU LET AP [E, BIEAVFZ—DTIARTEIZRKRI DD
SSID #H7R—hTE, SSID ZEITREAHEAE—E D VLAN #F A TEET AP (X EEFEZESNz/ M ybERYENT—94
IZESE otz VLAN EBBELET . VLAN BZELT=F5 749 9(&, RL VLAN [CBEM TN ERA L 2—T AR TDHE
BEShFET, ShizkY., £ LAN LOFRELGNS T v RSN . FEENEHHNSh . AIL—TyEimRKIEShFEzET,

EIRNS T BEEDIRIEICINZ T, VLAN G AP (X, BRA—F— DT —05 L—T~OBHELGEY L TEYR—LET, #
BAES YA TIE, H1—F—VLAN [ZEFAT7—O T I —TERLET . 1zEX(E. 1 DD VLAN EX—4 T4 EMIZEAL.
351 D0 VLAN # AEBEMICFERTEET,

COVFIFTIH AP FRIFANIZTRTD/V79bE VLAN [ZEIY S TEY . &7 VNI RIELEEBRISATUMIELT,
R—IrTAVTEEABELTHAENET , AP (X, BB/ NV IR—V TRYNIT =D RV FITEIESN D/ Uy, BRI FAE
D VLAN ANyF —F = [ET 2T 12 BALET,

BRI, R T AL TEPIM DTS B — N — 1 E D3] -
BREYY—RIZINTINEIL—T AT T BEEIIN RS YT &S VLN g Floor 3
BLET . ABHHSD/ T IME, AV E—RIrADT I ER ut W\ \ ’
DHERTT BT~ HIBTEET. ABHOAN o\ \i - foor?
— . BFA—LERBEL TR oMF IR R TEE 2

AWK'SZZZ

TH. A=A ERYET—I LD —/\F I (THRAMZITH il

‘r a floor !
BRTBCEETEE H A, @ ‘ Q :
3

{48 LAN 288 E9 5

VLAN BB
AWK O VLAN #5F4 3(2(%. VLAN B ER—SEFRALTR—MRELET,

V0LAN Seftings
Management VILAN 1D
Port PVID VAN Tagged (Use commas o separate VAN tags])

LAN

MOEA [WLAN 1}

Subamit

Management VIAN ID (V3 X2~ VLAN ID)

BE BB TiRBEEE
VLAN ID AWK DTRI AR VLAN Z2B/FELET, 1
1" 4094

Port (7K—F)

ik £l HEgR—+
LAN ZDR—KFE AWK D LAN ;R—+ T Yes ([XLY)
WLAN CNIEHED SSID DEHAR—FTT , COTs—ILRIFERK SN T SSID %

BRLET, TLELYZLD SSID AMESNI=oHLLMREINEMESNES,
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Port PVID

FRE BB TiREREE
VLAN ID R—MIIEHET BT /NAADKR—FD VLANID 2R FELET . R—hIE 1

(174094) LAN 7R—F&FE7=[E WLAN R—KZFBTEMTEFET,

VILAN Tagged

BE L) TiRELEE
AU THEINI-VLAN | ED LAN AZDEFED LAN SBIETI2ONEHELET . (%L)

ID YRk, & VLAN D [&

174094,

*E

VLAN #4852 KUY BIEISATUMEIAPZEETEE Y, VLANEEID AVLANID &E—HT 55 E. FD VLAN DAV /N—TH
BELISATUMNE AP EBT7HERERHLET,

EE:VLAN B ID ANRESN.AP O VLANID D 1 DERZFIZRBE, FDI—HF—VLAN DT RTDAV/IN—H AP ~ADEE
TORREEEBET, VLAN AN—29T % AP ADELELTIEREFE D ARIZHIRTELIITEELTESLY,

DHCP Server(DHCP H—/8) (AP/H9S5A 7V IL—3FE—FO#H)

DHCP (Dynamic Host Configuration Protocol) (&, EEBE M, KA IP PRLRZE|Y Y TEHDTIFHEL P PRLRZEA—H—|Z—
EHEN—R1TBIEI2EoT, —BE P PRLRZRYNI—HaVE1—R(CEY S TOND ESICTSRvET—o Ok
LTS,

AWK-3131A [XFBEE! DHCP H—/NELTHEBET DD T, V547U MM LD DHCP ERIZIGZ T, EIRISAT UM IP 7R
LREBBICEIYETHIENTEET . COR—VTHRELIZ P BEDNSA—RIISATUMMIERESNET,

BEDISATULD MAC FELREZEANTNIE. FDISATURCEM IP PELREZEYHTHIENTEE 9, AWK-3131A
IEHK 16 DIV T1T1%E L Static DHOP mappingl (38# DHCP <wELH) YR+ E RIELET . BREEXT /T4 5IZ
I, &I TAT1DI Active | (FITA D) FTvIRyIREFIvy LTS,

IP YL THRT—ARRAIL, IStatus] (R T—%5X) DTDHCP Client List] (DHCP 2547 h) AN DT CHEETEET,
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DHCP Server (For AP/Client-Router mode only)

DHCP server

Default gateway

Subnet mask

Primary DNS server
Secondary DNS server
Starting IP address
Maximum number of users

Client lease time

Static DHCP Mapping

2
L T B e ]

e e e e
L T N =

16

Submit

Active

Disable v

14400 (2 to 14400 minutes)

IP Address

MAC Address

DHCP server (DHCP #—/Y)

BE B%EA TiEBEEE

Enable (9 %) AWK-3131A % DHCP H—/\ELTHEALEY, Disable (ffE FHL7LY)

Disable (ffE FHL7ZZLY) DHCP H—/\#HExHEALEE A,

Default gateway (7 77/ —FoxoA)

BE B%EA TiEBEEE

TIHIRT—boz 4D | HEBRYNT—IIHEHETEIL—E20 IP 7RLR L

IP 7RLR

Subnet mask (7 £,V D)

BE B8 TIRBLEE

YITRIEIRY IRV T—HDREEEHAILES Bl V5K B DHRvhT— HTlE  |[4HL
255.255.0.0, SR C OFvkT—4TlE 255.255.255.0)

Primary,/ Secondary DNS server(ZS54vY) /EH>%"1) DNS H—/+)

BE BB TiRBEEE

T547)/EhoF) DNS | RykT—UTHEASNS DNS —/\D IP 7RLX,DNS H—/ D IP | %L

H—\DIP PRLR FRLREANTBHEURL EERATESLSITHYET, FS54<1) DNS
Y—N\HEHEIZEKRT SE, EHUF) DNS H—I\DMERASNET,

Start IP address (X5— IP ZFL-X)

&iE £l TIRELEE

IP address(IP 7KL R) AWK-3131A A\E|Y L TRIEEARID IP FRLRERRLET, AL

Maximum number of users (1—HF—DERAHK)

BRE L) TiRBLEE

17128 BEFICEIY S THEER IP PRLRADEZEIEELET, L
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Client lease time (054 7> )—XBfE])

E BB TIBBREE
2~14400 % IP PELRZFEIYYTSH)—RER, V—RABEEICETHE P 7 FLR | 14400 4
DHEMEININETS, (10 A)

Packet Filters (/N ykh240I)LA)

AWK-3131A [l LAN H&U WLAN AU A—TxA/RERBHTE.IP R—X/I\TYEDRABEIAILEANEEN TOET, ThD
DIAINEBETFAT IA—ILELTERET NI, RbT—oOD X1 T12HIETEET,

MAGC Filters (MAC Z1JL %)

AWK-3131A @ MAC Z4LRIFHEED MAC FRLRZEHFD IP R—RD /N yhEREBEIEHBRTESR) S — R—2D 71
ILATY . AWK-3131A Tl&, TAILEA)UTR)S—IZ MAC FRLRERET B=HODIUTA4T 4H 2 OFBSNTOET &
EETITATITBIZE BT TATADI Active | (T OTA D) FTvIR vIREFIvILTLESLY,

MAC Filters

MAC filters function Disable ¥
Policy Drop ¥
No. Active Name MAC Address
1
2
3
4
5
[+
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
Submit
MAC fitters (MAC Z1/L5)
BE BieA TIEREEE
Enable (£ 9°%) MAC J4)L3ZEFERLEY Disable (AL 7LY)
Disable (fEFALZZLY) MAC ZERLEEA

Policy (i) —)

B £l TIRELEE
Accept (FFd]) YARNT YT ENFI o TATADLD NI DHFRILET Drop (iER&)
Drop ({ER) YRR T ENEIUTATADOD IR I ETRTIEELET

3-33



AirWorks AWK-3131A UM Web 2V —=IR&E

AE
TAIVAEERERT A5 A1E. UTISERL TS,

MDropl EER)+TVAMHD I T4T4% 1 DETHOTATIRLE] = TRTONYYEHTTS
lAccept] (BFRD+TVRARHD I TAT4% 1 DETHOTATIELEL] = TRTONYYNEEET D

IP Protocol Filters(IP Z7AkaJL71)L%)
AWK-3131A @ IP FRFILITAIVZF HED IP TARIILEEET/EIEL IP FELREED IP R—XD /Yy yhERE
F-FHRTEDZRY S —R—ZADTAILETT,

AWK-3131A TIX, 4BV TR —IZIP TFORINEY—R/TATA4F—3> P PRLRZRETBEODIUTATA4M
8 DRABINTWET, EATEERIP TArIILIE. TAII(FTART) . NICMP1. TTCP1. TUDPI® 4 DT, [Source IP1(V—X IP)
ElDestination IP1(TRATA4R—232 P)DWVWTNHERETIDLELNHYETIP PTRLRERYNIRVERAEHE T, 357
FLRIFETTHIHED IP TRLAR P PRLADFEEZEETEET . HIRIE. TP 7RLR 192168.1.1 £RVEIRY
255.255.255.255 1% B—@D IP 7RLR 192.168.1.1 #&KLFET [P 7RLRX 192.168.1.1 &£RYhTRY 255.255.255.0] (%
192.168.1.1 M5 192.168.1.255 FTH IP PRLRADFEEERLET . REETITAI T BITIE KTV T+1 T4 DI Activel (7
T4 D) FTvoRw I REFTvILTLEEL,

IP Protocol Filters

1P protocol filters function Disable ¥

Policy Drop
No. Active Protocol Source IP Source Netmask Destination IP Destination Netmask
Al v
2 Al v
3 Al v
4 Al v
5 Al v
6 Al
7 Al v
8 All
9 All
10 Al
11 Al
12 Al
13 Al
14 All
15 All
16 Al
17 Al
18 Al
19 Al
20 All
21 All
22 Al
22 Al
24 Al
25 Al
26 All
27 All
28 Al
29 Al
30 Al
31 Al
32 All

Submit

IP protocol fitters (IP I I1/L5)

BE B8 TIRBLEE
Enable (fERAT %) IP Ok o4 BEFERLET Disable ({# FHL#LY)
Disable (ff FHL7ZLY) IP Ok o4V A% FERLEEA

Policy (7K <—)

BE BB TiRBEEE
Accept (FFd]) YRR T YT ENF=I o TATAD DN YD HFRILET Drop (iER&)
Drop (1ER) YRR T ENEIUTATADOD IR I ETRTEELET

FE
TAIVARERERT A5 8(1E. UMTISERL TS,

MDropl (3EB)HTURMHD I TATAE1DLT7ITA4TLLIEN] = TRTONTYNEHT TS,
lAccept] (BFRD+TWRARHD I TAT4% 1 DETHOTATIELEL] = TRTON\YYNEERET S
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TCP/UDP Port Filters (TCP/UDP FR—k2J1JL4)
AWK-3131A @ TCP/UDP R—rIAILAITHEDY—AR—rE[FTRAT4HR— 3V R—rEED TCP/ UDP R—ZXMD /4y
FERBE (R TEERY)S—R—RD I ILETT,

AWK-3131A TlE EBELEFALIILDY—R/TRATAX—LaVR— b DERERETB=HDIUT1T4H 8 DEESINTL
F9, TCP Fizl& UDP FALIJLDEIRICMA . V—RKR—b, TRTAR—2a3VR— kb FIETOMAERETEET 1D
DR—IEHETETHERE B THR—MNIEADFXICLTHELIENTE £9, =L R TR—IDBAR— 2 LEZZEFT
EFEHA,

I Application name | (7 )4 — 3> &) (RIS T DL TAT1E2RB T HHRK 31 XFDXFINTY . REETIT4T12FBICIE.
BIUTAT1AD Active | (FOT47) FxyvIRwIREFyIL TS,

TCP/UDP Port Filters

TCP/UDP port filters function Disable v
Policy Drop v
No. Active Source Port Destination Port Protocol Application Name

~ TCP v
TCe v
TCP v
TCP v
TCP v
TCP v
TCP v
TCP v
TCP v
TCP v
TCP v
TCP v
TCP v
TCP v
TCP v
TCP ¥
TcP v
TCP ¥
TCP v
TCP ¥
TCe v
TCP ¥
TcP v
TCP v
TCP v
TCP v
TCe v
TCP v
TCP v
TCP v
TCP v
TCP v

[ T R N R N

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
20
30
31
32

@ 2 2 2 @z r 2 2 2 2 2z ¢ 2 2 2 2 ¥ ®* 2 @2 2 2 2z t 2 @2 2 2 2z @t &z @

I T e e T T T )

Submit

TCP/UDP port filters( TCP/UDP /R—FZ1/L5 )

BE B8 TIRBLEE
Enable (fERAY %) TCP/UDP R—h I/ )LAZFERALET Disable (fF FAL%LY)
Disable (ff FHL7ZZLY) TCP/UDP R—bI1ILA%EFERLELA

Policy (K1) —)

BE s TIEREEE
Accept (FFH]) YRR TENIZ T TFATADED T I DHHFALET Drop (%)
Drop (8 %8) YRR YT ENF- T TATAD DNV b ET R TEELET

IR
DALEBREE AT AR, LTFISEBL TGS,

[Dropl GEER)+HTVAMHD I TAT4% 1 DETHITATIERLE] = TRTONYYNEHTTD
TAccept] (FFRD+HTWRAMHND I TAT1%F 1 DETHOTATELEL] = TRTONYINEEETT S

RSTP Settings (RSTP &) (RARAFLIFAL—TE—KDH)

AWK-3131A [, IEEE 802.1D (R/8=>4Y1)—FORIJL(STP)) & IEEE 802.1w(SE YR STP) FRKIZHIGLTLET,
STP/RSTP &, FEND/SADI—EL T EEFHET 51211 T B/ BRNAAD BTSN G RIT/N\YIT YT /IRRIZEL
YEIETEET, COTAIIA—/N—HEEIE RV T —ODEBEEETREDOMR LIZRIBET,
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AWK-3131A O STP/RSTP #BEET 74 TIEZENLHOTVET . B2 UMBERES B DICIE. RyrT—IITHEKLE-TAR
T®DH AWK-3131A T RSTP/STP BT EIDLELHYET , AWK-3131A A, RybT—H XA v F IR TIXE{T /A X (PLC.,
RTU &) 2L TR AL—T DR EIZR-9154 . STP/RSTP 28N TAVERFHYEE A BRIZT L. FELRT
VI—avhRETHIEENH IO T  AWK-3131A [FRREFEIFAL—TE—RKTODH STP/RSTP [ZHIGLET,

UTOZFNFNADORIE, REFHEL RN V=T ORIILINSA—EERLTVET, F/35A—2DFELVGBAIRIO TIZH

UEd,

RSTP Settings (WLAN is only for Master/Slave only)

Bridge priority
Hello time
Forwarding delay

Max age

1 LAN
2 WLAN : Master

Submit

32768 ¥
2 (1~10 seconds)
15 (4~30 seconds)
20 (6~40 seconds)
Enable RSTP Port Priority Port Cost
128 ¥ 20000
128 ¥ 200000

Edge Port

*E

T7—LIT/IN—232 16 (28115 STP/RSTP DA/ —ERE (&, 4 25735 ' TY,

RSTP status( RSTP X7—%X)

COMIX. STP/RSTP ZHMICLTWDBEICDHARFIINET , 2D AWK-3131A BR/IA=Z2TV)—DI)L—k THEINESH
NRENFT UL—MIBEHMITRESNET,

Bridge priority (7w 5% &)

BE BB TIGREEE
A—H—ANEIRTHHE | BIRTIHEENNSIVNRE, TVCBEENBLGYET, TUy DB% |32768
ENEWNZE, RNRZUT VRO D IIL—MIHRTE ShEEENEL
BYES
Hello time (/\O—FF[E])
BE B8 TIRBLEE
A—HY—AAATIHIE | RIAZUTY)—RASDIL—HE, EHRIZRYET—IR OthDT/ |2 F)
(1~10 ARIZHLTINAA— [ AyE—DFFEL, MRADIC BELNLELME I,
HHESBLET . NHello time] (/N\O—BRE) [& L—bDIN\O—RAyE—T% 3%
ET2HEERLET,
Forwarding delay (747 —5 1> &)
BE B%EA TiEBEEE
A—HF—DANTIHE |ZOTHAARANNROCEEBTRENESHERERTIETISHE 5 |15F)
(4~30 ) BHEZEELEYT
Max. age (BXIT1>)
BT £l TIRELEE
A—HF—DANTIHE | IL—FTIEENT/SA XD, [Max. age | (FRRIAD) [THRESNTLSEER | 20 (7))
(6~40 ) MEBLTEIL—IDSINA— AV E—CERELLENEER. ZOT
NARFERPBEEZIL—LTERELET AvET—I LOBEHOT
NAZPII—RELTHREEIND L TNEDT NI RANERIT L IT—FL
T HLWRAR=ZUIY) —MROSEERLET,
Enable RSTP (RSTP #&/59°3 )
B £l TIRELEE
Enable ({9 5%)/ Disable | R/A=2F V)= RAD O /—RELTR—IEERTEMNE SHEREL | FRLELN(FvIi
(FERLELY) £, L)
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Port priority (7K—FEE)

E BB TIBBREE
A—H—ANEIRTHHE | ANTEIHENNSWFE, RAIZUF Y —RAC AN /— FELTD | 128
COR—FDBEEN ENYET,
Port cost (FK—FIXF)
BE L) TiRELEE
Enable (9 %)/ Disable | AN T BHEAKREVIFEE ., ZOR—MMEIR/I=ZU Y —RKR AP M /— | 2000000
(ERALELY) RELTRYFERIZHYET,
Edge port (TvA—R)
BE L) TiRELEE
FuioHY/ L BPDU M@BLAENEF IS R— Iy P R—MMIRELET . FyiL (AP R—Fk
k<)
AE FYRT—HEBLIERBIIIC, JE STP/RSTP HITRYbT—HFIFIURT/INA R (PLC % RTU A& ITHEHE ShTULVSR

—,EITYUR—NIIEFETHEEBHOLET, ChIZKY . STP/RSTP O DAL ELET ORI IT—Sa %HE.
DRATLOMEAILEMRTEE T, TYyPR—ME BPDU #2{E95HE. STP/RSTP AR—hELTHREL T, RIS T—a %
ATEET, ITyPHR—bDEREFR—IT STP/RSTP 2EMICTEHEEFELEYET, STP/RSTP 2ERIZTHE, R—+

[& STP/RSTP ® BPDU #F-o1-<ELFEE A,

Port Status (7F—fFX7—H2X)
lPort Status | ((R—FRAT—42R) (&, RINZU T V) —IZEITEZDHR—FDRMEDRAT—EFANR RN T, BEDEEIZIE
lForwarding | (¥5:%) AL . {m&%E T 0vo 9 B(Z(EMBlocking | (TRvY) %&E ALET,

Static Route (§#8YIL—F) (VLT M-IL—3F—FDH)

I'Static Route ] (§#HIIL—k) R—T (&, AWK-3131A DFHIIL—T4F0TF—TIL DR EICFEAINET,

Static Route (For Client-Router mode only)

=
(=R R Y I o -]

[T T S R R
[ TR N e

16

Submit

Active (70 717)

Active Destination Netmask Gateway

COFTVIRVIREFIVITHE BN —TAV T DNERLBYES,

Destination (Z15 %)

EEED IP PRLRERELET,
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Netmask (7w, VX2)
D P PELRADYITRINIRIERELET

Gateway (7"—f7xo)

LAN Z8ERyhT—IIHERLTOSIL—E0 IP PRLRAFRELET,
Metric (AF1v2)
BETERIET—IIZTIERTBH=HDMaRMERELET .

Interface (1> 8—211X)
COIL—TAVT L= DRI T =L B3—TTA RERELET

NAT Settings/Port Forwarding(NAT E&E/R—hIAT—T4 V) (94T Uk
- L—RE—RDH)

DSAT - IL—3EE—FZRET H1=-8I1Z, AWK-3131A Tlk NAT (Network Address Translation) & Port Forwarding 371K
—,ERTVET  COBEEFTTFAIR—K P MSHMER IP(WAN IP) [SEHENDBIEEEBRLET,

NAT/Port Forwarding (For Client-Router mode only)
NAT Settings

NAT mode
Port Forwarding Settings
Port forwarding
BE B%EA TiEBEEE
NAT mode (NAT £—F) A% (N-1 NAT FfzlE 1-1 NAT)E [ NAT E—FZEMILET, Disable
(fE7ELY)
Port Forwarding R—bIAT—T A T BB E T ENZLET, Disable
(R—=ka+7—F127) (fEHELY)
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N-1 NAT
192.168.128.*
Subnet
LAN IP WAN IP
192.168.127.254 192.168.128.11
______ T_-———-—————-"_T“"—__P___— After setting N-1 NAT
R Source 1P:192.168.128.11
\"--...____ ( Source Port: Randomly Picked from a Port Pool
\1" The source address 192.168.127.101 will be
translated to 192.168.128.11:RandomPort
Source: 192.168.127.101| Source: 192.168.127.102
DG: 192.168.127.254 DG: 192.168.127.254
1-1 NAT

192.168.128.*
Subnet

LAN IP WAN IP — p
192.168.127.240 192.168.128.240 7
,,,,,, T—f———————"'f"—"—_——____ After setting 1-1 NAT
e The source address 192.168.127.200 will be
~

translated to 192.168.128.200

Source: 192.168.127.200| Source: 192.168.127.201
DG: 192.168.127.240 DG: 192.168.127.240

NAT Settings

NAT mode
No. [ active WAN IP LAN IP
1 O
2 O
3 O
4 O
5 O
5 O
7 O
8 |
9 O
10 ]
11 ]
12 |
13 O
14 O
15 ]
16 ]
BE A
Active (7UT747) COFTyIRYIREFTYILT 1-1 NAT EHHICLET,
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WAN IP RSB E P #HBELET .

LAN IP TE53%5E JLAN IP Z38ELET,

Port Forwarding ((R—k, 247 —T4>%)

192.168.128.*
Subnet

LAN IP WAN IP
192.168.127.254 192.168.128.11

‘ After setting Port Forwarding
T~a WAN Port: 12345
LAN IP: 192.168.127.102, LAN Port: 23

ﬁ‘ Accessing 192.168.128.11:12345 will be
forward to 192.168.127.102:23

Source: 192.168.127.101 Source: 192.168.127.102
DG: 192.168.127.254 DG: 192.168.127.254

Port Forwarding Settings

Port forwarding
Ne. CActive Protocol 'WAN Port LAN IP LAN Port
1 ml
2 o
2 ml
4 O
s ] | L 1 L 1
s o | 1 L 1
7 o [TeP v | L 1 L 1
s o e v | 1 |
B O [
w0 =
u [
12 m]
3 o | 1 L 1
14 o | ] L 1
15 o | | |
1 u] | L 1 L 1
17 ]
18 =
19 m]
20 [m}
2 o | 1 |
2 o | L 1 L 1
E o | 1 L 1
24 u] [ L 1 L 1
25 [}
26 O
z 0
2 ml
2 o o [ [ O
30 u] | 1 L 1
a o | ] L 1
3 | [ | |
B iR
Active (P T747) COFIVIRVIREFTVILT R—bIAT—TAV T L—LERHILET,
Protocol (FAKL) BEIOFILERELET .
WAN Port (WAN 7R—F) EESNHNER—MERELET
LAN IP MR ILAN IP #IEELET
LAN Port(LAN R—F) MR % ILAN R—FEIRELET .

BIEEIRHDBIIMERT /A REFFRIT 2128, SHERR—M (WAN R—b) LA IP/7R—b 7R (LAN IP/LAN 7R—b) ED R D #
MRV TEEEL. SMBT/SAADNCDT /A REDERERIETEDLIITLET
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SNMP Agent(SNMP T—<x k)

AWK-3131A [ SNMP V1/V2c/V3 [ZxELTULVETS, SNMP VI & SNMP V2¢ [FEBEEICa3Sa=TRRN)VY OBRE&EERAL
F9, T4HbhE. SNMP H—/N\[EaZa=F1sARJUHT public/private | (TI4ILME) ZFERAL THRARYERIERE=ILEAE
Y/EEAHBERTIRTDA T IMITIEALET , MD5 Ff=[E SHA BEELANILEEIRT 2 EHNHD SNMP V3 [EIRLE
2RTArILTY, TRESLEENLTT 20X 1) T2 THIEETEFT,

AWK-3131A DY 7R—bF 5 SNMP £Fal)TA4E—RFEtEFaTALRIIETRDEBYTT,SNMP DIT—UxohETR—D

YEDBETHERAEINS X2 TADE—FELRILERIRL TS,

ZFakra)l |Ulweb R—UT | BREDIESE T—ABSE AR
n—oay |ORE
SNMP V1, V2¢ AZa=F RNV | BL REHCaSa=—TaRNIV T OBEEFEALET,
V1, V2c Read
Community
(V1V2¢ )—Ra
21=F4q)
V1, V2¢ AZa=F4RM)VY | HL REECOZa =T RNV OBEEFEALET .
Write/Read
Community
(ViV2c)—k/5
Ab322=F4)
SNMP V3 | No—Auth YO L admin Ffzl user THOUREFERLTAHI O Jb
(FREE&L) IZ7OEALET
MD5 FEf=I& MD5 FEfzlk SHAIZ %L HMAC-MDS 7 LT X LsFEf=I& HMAC-SHA 7L TV
SHA HOGRE RLIZEDGRIIEIRBLET . 8 XFND/IR T—F
MRIADRIEEHTT,
MD5 Fizl& MD5 Ff=[f SHA[Z | T—HEEE{E¥ |HMAC-MDS 7)LT) X LEf=IE HMAC-SHA )L TV
SHA HEOGERE - RLIZEDGREEE T — RS+ —%1RHL F£9.8
XFDNRT—RET—EEBEF—H, B EEESE
DHEEEHTT,

T D/RSA—AILTSNMP Agent] (SNMP T—U U R) R—UTHRETEE T F/3TA—FDFLVHBAE RO TFIZHYET,

SNMP Agent

SNMP agent
Remote management

Disable ¥
Disable ¥

Read community

Write commnuity

SNMP agent version
Admin authentication type
Authentication username
Admin encryption method
Private key

Private MIB information

Device object ID

Submit

SNMP agent (SNMP T—T )

public

privats

V1, Vac r
Mo Auth ¥
admin ¥
Disable ¥

enterprise.86591.15.33

BT L] IHRTEE
Enable (fERT5) SNMP T—2 o aERALEYT Disable
Disable (ff FAL%LY) SNMP T—Ux U hEERALEERA (ERALELY)
Remote management (') E—~&2E)

Ex: EZ | TipmeE
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Enable (EFH9 %) SNMP T—U U hEM LIV E—REBEHFAILET . Disable
Disable (ffE FHL7ZLY) SNMP T—U o b ML E—MEEZHFAILEE A, (EALELY)

Read community (—F33a2=71)( VI, V2c)

BE il TIEREE

V1,V2c J—Fa32=F« |BK3 XFEQIAZ2=T(AMNVIDBEZREIFERALE 9,374 | Public
5. SNMP T—U U MEZDAZ2=TA RN VY #EALTHARYE
BAHERTIRTOF TS IMITHIERTE 7,

Write community (Z4F332=71)(V1, V2c)

FRE BB TiREREE
V1,V2¢ J—K/ZA4ba32 | &K 31 XFDAZ2=TA4RAMNVT DBEERILCERLE 3, %44 | private
=74 5.SNMP T—C U MECDAZa=TARRN)VY #ERALTEARY/

EZTAHERTIRTDATDIMIT I ATEEY

SNMP agent version (SNMP T—T o fD/N—F2)

BE BB TIRELEE
V1, V2c, V3, Ef=IE AAYFDEBIZERATS SNMP 7O IILDON—Sa0FHELET . V1, V2c
V1, V2c, Fi=lE

V3 only (V3 D#H)

Admin auth type (EEEEZFEIIDELE)(VI, V2, V3, LU V3 D&)

BE EL] TiHBRE(E
No Auth (EBEE%L) admin ZHOUMEERLTA IS IIMITIEALET, BEEE HYEE | No Auth
A (FREE7EL)
MD5 HMAC-MD5 7L YR LIZEDGRAIZIRELET .8 XFD/IR T—
FARIEDRIEEHTT,
SHA HMAC-SHA 7ILT)RX LIZE DRI ZRELET, 8 XFD/IRT
—KHARIEADRIEEHTT,
BEERA—Y—3—LA: IS4 TH MD5/SHA DIGE . SNMP BRI 7 AUV MR EEL TS DD ABELR T HIU DR TIDDH
HETEET,
Admin private key (BB Z TS A ~N—,F—) (V1, V2, V3, BLL V3 DA)
BE B TiGEEEE
Disable (fE FHL%LY) T—ARESbEL Disable
DES DES R—ZAMDT—AIEE 1t (fERALAELY)
AES AES R—Z2DT—4HIEE 1t

Private key (54 X—FF—)
TFT—RBEELF—FT—AEESLOREZELHTT (RK 63 XF),

Private MIB Information Device Object ID (F'S54~X—f MIB 1§38 571X 77>z O~ ID)
AWK-3131A DREEZRTEEET. 0D LEFIENFET . EETEE R A,

Link Fault Pass—through (U9 2#JLFSRRIV—) (954 PN AL—TE—
KD )

COBEER, 1 —H R YMR— DU OB LIS &2, BREGNRFIMICUISNEZEERRLET . 4 —YRubIos
HMEIETHE AWK [F AP ~NDEREHRAFT S

|IRDCINTT BE AWK DA —H Ry MR—MIBB RIS IT—2avz2BRLETH. VU I/EREB I REET . BRERISEE
THE AWK FA—HRIMNVIDEEERAET .

DRATLOTIZIE, TDUDIEG/ T ARURNIMA T UV ITHILMRRRIL—D AR UL ERBSNET,
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Link Fault Pass-Through (For Client/Slave mode only)

Link Fault Pass-Through Enable Disable

Submit

Link Fault Pass—Through( J>0 24 /LF/ VXX /L—)

FRE BB TiREREE
Enable (EFH9 %) YD ITHIVNIRAR I —EFEALET Disable
Disable (fE FAL%LY) YD THILRIRAR L —ZFEALEEA (EALRLY)

Logs and Notifications (A4 &8 50)

BEERT ARV AT LADIVRRAVMIBESNDCEN S V=0, RYNT—IRAD DB TRIARET LNENEEIZE
BTEDDITTREBYFER A LID 0T, BIR AP DOUSATUMNIEEEL NN TNARIE, UTIVEALDEEAvE—D
EVRTLORTEYFICRETIHELZHRA TV ILENHYET . ChITEY. = EXAVRATLERENRIHELREIFE#EN
TWTE BINDSRELEGERICIIT NS RO RAT—EANELICEREIC BHENSLIITTEET,

AWK-3131A [F. ShEDARUIEIRT BT THL SNMP RS9 T E A—JL UL—HARE . IV 7 ICEHZELET 54
REARICHIELTOWET . Efz 2 DOTIRILAAICHEL, B —E D AT LIZHAELT E A —ILPYL—HAIZKDE
EEEEFMICRESEET,

System Logs (R T.L0O%)

System Log Event Types (YR T LAT AR AT)

TIW—TRHFENF-ANU L OFMIEREUTDRITRLET , [Enable logging | (AT ERT D) Ry IRE FruodhE. Z0D
TIL—=TDARVIDERNHYET , TIHIATETRTENE>TOET (Fouih FOTHET) . VAT LA FORD
(%, MStatus | (R T—%R) D System Logs] (VAT LO J)E&INTEHERTENET,

System Log Event Types

Event Type Enable Logging
System-related events ¥ Active
Network-related events #| Active
Configuration-related events 7| Active
Power events ¥ Active

DI events #| Active
Submit

System-related events (AT LBEEA RAUR) | UTOJBEICARUNENH

System warm start HREAP PRLR Y ITRYNIRILGE)EEBLIzEERE, AWK-3131A %

(CRTLDIA—LRE—F) BEHL-GE

AT LOIA—LRRA—F BIRA TIN5 AWK-3131A ZHESLI-HE

DA VFEVI NI —BES DAYFRYTIZEY AWK-3131A ZBHiEBLI-EE

Network-related events (fYrT—9 BAEARY | LTFOBEITARURER A

k)

LAN )2 OR LAN R—bDTINA REL IRV T =V I RESN 15 E

LAN Y o8 T=ITIBANTWEY BFOT /ARy IoLIZYL T AR—F
MNEIETLTULBI5E
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AT DR/ R (AP/RRAZE—R

BROSAT OO ER. HHVN LTSN -I5E

WLAN D AP ~DE#E (9514 T VN AL—TE
—FK)

AWK-3131A A\ AP [Z#EkLE-BES

WLAN QYIEF (954 T7 2 AL—TE—K)

AWK-3131A & AP A\UIERLT-1E&

RSTP ZH

RSTP MO ROS—IZEh-o1=154&

RSTP #IL—rJwP ID

RSTP DIL—rTwP ID NEHI-1HE

LIBTD AP MOIRED AP ADHSA 7 A—S
U (OS5AT N AL—TE—K)

EBREMNLAID AP LYBRED AP DA N HAELL EXREL-STIH AP
SBED AP [ZUSAT UM EDSEE

IP 7ELADHE

AWK-3131A DRICH T RYMIDEMNBR DT /INARERL P PRLAEHD
BE

WLAN / LAN B 7Y FLE=DTY U IBEE/RR AL
—LAN / WLAN AN EfEah -

WLAN/LAN 2o h 7w LT Link fault pass—through (LFPT)A% LAN/WLAN
HEEEAMILI-EE

WLAN / LAN E 52 LI=DTY U IEE/RRR
JL—LAN / WLAN Aé RS T-

WLAN/LAN 2 oh% ™92 LT Link fault pass—through (LFPT) A%
LAN/WLAN #EexS|ESNICLIzEE

DFS BiE#HBZ DF oI A AEFvY
(AP/RRB—E—R)

Fvo 2 ILE BEF 9% (channel availability check (CAC)) ANAE > 1=B (F+
2 Ulchannel] . EiK#k[frequency] GHz T 60 #/)

Foo LA BMEF 9% (channel availability check (CAC)) 2RI M52 T L1=
B ( Fy>HRIL [channell. BK#[frequency] GHz./)
L—ZEENEHENT=EF [channell. [frequency] GHz)

AeroLink protection (ZF70OY>HFOFHI3)

AeroLink protection IREEMZEdHo1-HF

AeroLink JREE: Initialize (init)/Discovery/Idle/Negotiation (nego) Back
up/Active/Changed/Undefined (undef)

AerolLink detection *wi: SNR/{ES5RE/ V)R

Config-related events (X TEBIEARF)

LT OBEITARUEER) T

REEE

REEANEESNHE

Web OV —ILENLERET7AILDAY R—
|~

BET7AILD AWK-3131A [SAVUR—bEn =158

AVY—ILEBEET S —

REGNRT—FDBARESIT-HE

IT7—LIITEHET

AWK-3131A DI77—LIzT7hEHFIN-IGE

ABC-01 Mo EEA—F

ABC-01 Mo D/RENDO—RFNRULI=HE/IT5—DI5E

ABC-01 IR EER7E

ABC-01 ~DFREDRENKUNLIZBE/T5—DHEE

ABC-01 T5—

AWK-3131A MY —)LiR—bh D ABC-01 ZRH TERMGE

BREETIAHILNIUEYE

REELHMEMBICRIES

Power events (EEJRAAF)

LT DBREISARUNERF

BIR 1/2 B (Fr—-7172)

AWK -3131A DEEA PWR1/2 TAIIZh-1-188

PoE i (F2—7%7)

AWK -3131A DERN PoE THAIIZH-T-15E

BIR 1/2 B (FT7-F2)

PWR1/2 /'L T AWK -3131A OEREMNAUIZH-T-15E

PoE ZEfI (F7—>FY)

PoE Z7* LT AWK-3131A DERMNA V(-5 E

Syslog

ZDH#EEIX Syslog H—/\DARUIOTZERMLET . TZK 3 DETHD Syslog Y —/3& Syslog —/30 UDP R —+&ES%
BRETELET . ARV RETDHE, FDOARURA Syslog UDP /84 yhELTHEED Syslog H—/\ [TEESNETS, .

Syslog Event Types (Syslog 1R kA7)

TI—TRFENTFARNU LD FHMERZUT DRIZRLET , [Enable loggingl (AY ZFHAT D) RV IRE FuiThE FD
TIN—TDARUBERGEYET, TIHILNTETRTERIGE>TOET (Foyohs [FLTOETD) ARV IL—TD
SEMAIX. 3-31 R—Z M System Log Event Types (VAT LAY A AUMAT) IORIZEBH I TLVET,
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Syslog Event Types

Event Type Enable Logging
System-related events ¥ Active
Network-related events ¥ Active
Configuration-related events ¥ Active
Power events ¥ Active

DI events ¥ Active

RSSI report events Active
Submit

Syslog Server Settings

You can configure the parameters for your Syslog servers in this page.

Syslog Server Settings

Syslog server 1
Syslog port 514
Syslog server 2
Syslog port 514
Syslog server 3

Syslog port 514

Submit

Syslog server 1/2/ 3

BE B8 TIRBLEE
IP address(IP 7KL R) 1/2/3 £EH® Syslog H—/\D IP PRLREAALET L

Syslog port

BE B%EA TiEBEEE
R—bDEEX (1~ xi59 % Syslog H—/ M UDP R—rEAHNLET 514

65535)

NOTE RSSI report events (RSSI LIR—r A RXUR) (9S4 TUME—FDH) [TH A FRAEEEMEICELTEY. RSSI #RELTHKIOIZH
AELI—TFTAUTAZREELET =1L, COMEEEZFERTIENS Ty BFNE KT5-0. BEILZD#AEEE disable | (
RALEL)ICHRET S EEHEOLET .

E—mail Notifications (E *—JL@E%1)

Notification Event Types GEf1A/ R k2 A7)

ARVNEBEBMIZTBIZE. TDEE DM Active | (TITA D) RYIVREFIVILET, TIAITIET RTEMAHE>TULE
FT(FoVIDBMFOTOERA) o FARVNEB DFEMIES AT LOT I aVIZHYET,
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Notification Event Types

Event Type Enable Notification
Cold start Active
Warm start Active
Power 1 transition (On-->0ff) Active
Power 1 transition (Off-->0n) Active
Power 2 transition (On-->0ff) Active
Power 2 transition (Off-->0n) Active
PoE transition (On-->0ff) Active
PoE transition (Off-->0n) Active
Configuration changed Active
Console authentication failure Active
DI 1 transition (On-->0ff) Active
DI 1 transition (Off-->0n) Active
DI 2 transition (On-->0ff) Active
DI 2 transition (Off-->0n) Active
LAN link on Active
LAN link off Active
Submit

E-mail Server Settings (E *—JLH—/\E&5E)

AWK-3131A MO ZBEA—ILEZETEIA—ITRELRZRK 4 DETRETEET . UTD/TA—42IL,

[E-mail Server Settings |

(E A= LY —IBE)R—CTHRETEET , 7=, [Send Test Mail | (FARA—)LD FEE)RFVEFERTIE, A—ILH—/
EA—)LT7RLADEEIZHEEL TLBMNEINETRINTEE T, D DINTA—EDFLWGRBREIXROTIZHYET,

E-mail Server Settings

Mail server (SMTP)
User name
Password

From e-mail address
To e-mail address 1
To e-mail address 2
To e-mail address 3

To e-mail address 4

Submit || Send Test Mail

*E

AWK-3131A &, 77—L™ 7T V1.6 TlL Google % Yahoo SMTP H—/3\—H—E RXEHHR—,LTWVER A,

Mail server (SMTP)( X—JLH—/V ) ( SMTP)

Setting EiEA TiRBEEE

IP address (IP 7KL R) E A—ILH—/\D IP PRL A, Tl

User name ( 2—%—% ) & Password ( /YXT—F)

B £l TIRELEE
SMTP H—NTHEAINhZIZI—HY—FEL/IXT—F L

From e-mail address ( ZZ{E& FX—/LF7FLX )

BE BB TIRBEEE

RX 63 XF BEA—ILDFrom] GEEE) T4—ILRICRRESNDEEEDE A—L7 |HL
FLREAALET,
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To E-mail address 1/2/ 3/ 4 ( #{8& EX—/IFFLX 1/2/3/4 )

E ) TRELEE
X 63 XF RIEFDE A—ILTFLREAALET, L

[

AWK-3131A @ LER/SRILIZIE. 2 DDIHFIOvIERMLERSNTOSIL—E AN 1 DHYET . ChdDL—ERlE. 1
—HF—BREARNVIOVRTLAIS—ERI=OHICERSNLET,

A—HP—H/EARVIDMAENEE UL—ERICEREIN 2 AOBREIBERBERBLET , I—F—REARVIHE
LTWEWNMEE X, VL—RIEIEEACIFETT . T2 ELDEHMND, AWK-3131A DERAA>TLVELESIZIE, UL—EEIE
BAWFEFEIZHE>TWET,

Relay Event Types (JL—A RV A1)
ARVNEHEAMICTBICIE, TDEB DI Active | (FUTADVRYIREFIVILET, TIAILTIET RTEHIZHH>TLVE
FT(FzvIDFNTOERA)  FARUMNEB DML AT LAT I aVIZHYET,

Relay Event Types

Event Type Enable Notification
Power 1 transition (On-->0ff) Active

Power 2 transition (On-->0ff) Active

DI 1 transition (On-->0ff) Active

DI 1 transition (Off-->0n) Active

DI 2 transition (On-->0ff) Active

DI 2 transition (Off-->0n) Active

LAN link on Active

LAN link off Active

Submit

Trap (k5w )

VT IFEBRT—av[CRBRKEBEHMLE S-OIEATEET, O YT TAASNEEHIZEY, FYRT—ID3hHE
A LSEHIENTEEY,

EHERT—2aVIEBE. REOA TPz RAERD T NAREEEBT LD T. TRTOTNAREDTRTOAT D/t
IZHLTOTYDF=OITR—I o TFERBIBERDEEETICERF, EEBRT—2aV [T TARERABIIHAYET EEHFRT /N
AADIT—VU Ay E—C (DFEYRIV ) ERELTIANUMEEERT— Lav(TBAMT AE508FEMNTT,
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Trap Event Types (FSYTARUMDFELE)

Trap Event Types

Event Type Enable Notification
Cold start Active
Warm start Active
Power 1 transition (On-->0ff) Active
Power 1 transition (Off-->0n) Active
Power 2 transition (On-->0ff) Active
Power 2 transition (Off-->0n) Active
PoE transition (On-->0ff) Active
PoE transition (Off-->0n) Active
Configuration changed Active
Console authentication failure Active
DI 1 transition (On-->0ff) Active
DI 1 transition (Off-->0n) Active
DI 2 transition (On-->0ff) Active
DI 2 transition (Off-->0n) Active
LAN link on Active
LAN link off Active
Submit

SNMP Trap Receiver Settings (SMTP FSv TR {EHERTE)
SNMP +5w (&, SMivi MIB (SNMPv1)& SMIv2 MIB (SNMPVv2e) TEZESNT T, CD 2 DD R IFRAMICRE T, BEIZE#
AHETY , Web R—U#FEHT SNMP by T ZEBD/INSA—FERETEET,

SNMP Trap Receiver Settings

1st trap version

1st trap server IP/name

1st trap community

2nd trap version

Vi v
V1

alert

2nd trap server IP/name

2nd trap community

alert

Submit

Ist / 2nd trap version

B iR TIREEEE
V1 SNMPv1 TEZEN S SMTP h5vT Vi
V2 SNMPv2 TEZEN S SMTP b5 T
Ist / 2nd trap server IP/name
BRE iEA TIIREEEE
P PRURERIFHRRM | RVbT—ITEASNDINSYTY—/A0 IP FRLURFE-[FAFTEAAL | None

EX I
Ist / 2nd trap community
B iR TIREEEE
R®K 31 XF &K 31 XFOIAZ2=TARAN VT OREERIEALET Alert (E4R)
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Status (R T—42X)
Wireless LAN Status (#&#; LAN X T—4X)

IWireless LAN Status | (F&#& LAN RT—AX) R—I[Z[&, BIEE—FPF v RILIEEDI802.11 Information] (802.11 1EER) BH:E
INGA—BDRAT—RAAMKRREINET , [Auto Update | (BENEF R vIREFIVITIHE AT—2AMN 5 T LICEHFINE
TO

[802.11 Information ] (802.11 f&ER) D—E DIE (L. FIRLBMEE—FICK>TIEIRFTSNBWEELHYET, 1z&Z X AP E—F
Tl&. TCurrent BSSID | (FR#£0 BSSID). l'Signal strength | (1S538 &) . 8L UTSNRI(ESH B L) NSA—RIIFERATEE A,

CDOR—C T Z T EH SN SI Signal strength ] {EBTREE) . MNoise floor] (/4 X707). ISNRIUEBHEL) LEDIFRIK. ¥
FATURE—FD AWK-3131A DIEFEEZERTIOIZEFRITT,

Wireless LAN Status

#| Auto Update
Show status of | WLAN (SSID: MOXA) ¥

802.11 Information

Operation mode AP

Channel &

Channel width MN/A

RF type B/G/N Mixed
S5I1D MOXA

MAC 06:90:E8:11:22:33
Security mode OPEN
Current BSSID 06:90:E8:11:22:33
Signal strength MN/A

Signal strength -95 dBm
Noise floor -95 dBm
SNR N/A
Transmission Information

Rate Auto

Power 20 dBm
Outgoing Packets

Total sent 2298
Packets with errors 0

Packets dropped 46662
Incoming Packets

Total received 1391
Packets with errors 0

Packets dropped 0
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Associated Client List (B:E T Fonf=05414F7 ) XR)

(AP/RRBZE—FDH)

lAssociated Client List| (BEEfT (NI4T U MR IZIE HED AWK-3131A [CRAEREM FENA TS TRTDISA

TUMIRRENET , COR—TITUE RO ES5HEFR YT —IDEMIE

IMAC Address 1(MAC 7ZFLR): BERFITON TS IS4 TURD MAC PRLUADRRRENET , 2D AP/ YAXHT DHCP
H—N\NEMHELOTWDBEX. IP PRLRALRTEINET,

IDREBARTENET,

l'Connection Duration | (BE8EEERE]) : V547U MMENEITOBRIOD AP/RRAZIZEREINTVEIMMNRT SNET,

TSNRI: BERFToNO054T7 U LDESHELL (SN ) ARTREINET , COFERISRIC. EARMGER/ T +—IREE

TEELAREMNHIETDBNISIT UL ERET SDITRILES,

[Tx(Bytes/Pkts) 1 (Tx(/ S M/ 7849 )): 94T UMD EERFONTED AP WEITATUR ~ADNTT4vID RBHERS

nFEY,

IRx (Bytes/Pkts) 1 (Rx(/ A M/ /b 8R)): USAT U D BEER TN DISATURDDS AP ADRS T v EEHFSN

ij-o

Associated Client List

Show clients for | WLAN (SSID: u) v

No.

1

Refresh

MAC Address

00:90:e8:00:05:6e
(192.168.127.254)

Connection Duration

1 days 01h:12m:38s

SNR

53

Signal Strength

-40

Tx (Bytes)

545091

Tx (Pkts)

631

DHCP Client List(DHCP 25472 ) RF) (AP E—FD#A)

TDHCP Client List1 (DHCP 547 hJRRMIZIE. P DEIYETEBLEELL.IP OEIYLTIZHIILIZT XRTOIZATUMR

RENET, [Refresh | (BN RELED VDT HE URNERH TEET,

DHCP Client List

DENSARMN =

Select all

MAC

15C:96:90:29:77:71
:30:10:B3:72:72:7F
(9C:4E:36:A6:98:08
:B4:CE:FG:4E:CB:3C
:90:BG6:86:75:A5:28
(BC:70:5A:49:FF:58

:68:09:27:CD:41:43
:5C:C5:D4:75:50:7B
:84:30:4B:39:B7:5C

01:A4:C3:61:03:F0:E2

192.168.41.226

01:80:86:F2:B2:65:1F
01:34:4D:F7:3A:23:FB
01:30:75:12:A7:15:0E
01:EC:85:2F:88:B3:6A
01:30:75:12:F2:59:F9
01:78:6C:1C:BF:51:0E
01:AC:81:12:59:66:2F

Refresh

P

192.168.41.229
192.168.41.142
192.168.41.216
192.168.41.146
192.168.41.184
192.168.41.127
192,168.41.142
192,168.41.140
192.168.41.181
192.168.41.137

192.168.41.222
192.168.41.122
192.168.41.13%9
192.168.41.213
192,168.41.125
192.168.41.144
192.168.41.156

ISelect all | (TR TR REVERT L URAMDTRATORBTEERLTHETEET.
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Faste
Select All

Print

Select all Refresh

System Logs (A T.LA%4)

FIHEINFARUMES RT LB IZEREBSNET, [Export Logl (AT DTHRKR—M) EH v F 5 L ERAIREAE 1—T7IZO
JORBEIHRAR—ITEET, [Clear Log | (AY DY T)RALEESEOQY DNEREYD) 7 TE, Refresh] (BH) RAVEES
LOVEBHTEET,

System Logs

2015/05/28,04h:19m

2015/05/28,07h:46m
2015/05/28,07h:46m
2015/05/28,07h:46m
2015/05/28,08h:14m
2015/05/28,08h:14m

2015/05/28,08h:22m
2015/05/28,08h:22m
2015/05/28,08h:22m
2015/05/28,08h:22m
2015/05/28,08h:24m
2015/05/28,08h:24m
999) 2015/05/28,08h:24m

(983)
(984)
(985)
(986)
(987)
(988)
(989)
(990)
(991)
(992)
(993)
(994)
(995)
(996)
(997)
(998)
(

(

2015/05/28,04h:12m:
2015/05/28,04h:19m:

2015/05/28,07h:45m:

2015/05/28,08h:21m:

54s System warm start, restarted by consocle
195 LAN link off

1215 LAN link on

59s Configuration changed

:23s Power 1 transition (Off -> On)

:29s LAN link on

1345 System warm start, restarted by console
1075 LAN link off

:09s LAN link on

55s Configuration changed

:20s Power 1 transition (Off -» On)

1265 WLAN disconnected, connect time(0sec), (reason 0)
1265 LAN link on

1295 System warm start, restarted by console
:24s Configuration changed

:49s Power 1 transition (Off - On)

1555 LAN link on

1000) 2015/05/28,08h:24m:59s System warm start, restarted by console

| Export Log || Clear Log [| Refresh |

Relay Status(JJL—XT—2X)

AP —REALELANUFDRT—HRIL, [Relay Status] (JL—RT—4ER) DFITRRENET, [Auto refresh | (HBIEH)
RYVREFIVITHE RT—HAM 5 BTLITEHINFET,

ARNVERRIAENDE, COYRMIRHEEINET VAT LEERE L, A(NUMHEELTLEERZ =5, [Acknowledge Event |
ARVMER) &IV ITEES,

Relay Status
#| puto Update
Relay Status

Power 1 transition (On-->0ff)

Acknowledge Event

| Sttt A |
Power 2 transition (On-->0ff) - Acknowledge Event
DI 1 transition (On-->0ff) - Acknowledge Event
DI 1 transition (Off-->0n) - Acknowledge Event
DI 2 transition (On-->0ff) — Acknowledge Event
DI 2 transition (Off-->0n) - Acknowledge Event
LAN link on - Acknowledge Event
LAN link off - Acknowledge Event
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DI and Power Status (DI BLUERAT—2RX)

D Web R—=DIZIF, BRANETSHNATDRAT—EANRITENET , [Auto refresh | (BEIEF) Ry VREFIVITHE.
AT—HAN 5 HITEICEHFENET,

DI and Power Status

¥ puto Update
Input Status on / Off

Power 1 status
Power 2 status
PoE status
DI 1 status
DI 2 status

S888°%

AeroLink Protection Status (AeroLink Protection D A T—4AX)
OSAT7N AL—TE—FDOH)

I Advanced WLAN Setup | (BEWLANEYRPY ) SRV TIT7OYLIREEZBMICTHE. T7RYLIREQREDRENE

PHOE-HIZRTENET,

AeroLink Protection Status

¥ Auto Update
AeroLink Protection Status

Current state N/A (Init/Discover/Idle/Nego/Backup/Active/Change)
Detection method N/A (SNR/Signal Strength/Disconnection)

AeroLink Protection 7 IL—F DAV IN—DAT—RRIE, LTD72OWThMIHEYETS,

lNnitiation State (Init) | (BA#AREE(Init)) : AeroLink Protection Protocol #BAALET

IDiscovering State | (#H4REE (Discover)): ChMSHRIAL T — 303 54D Aerolink Protection A/ \—ZRHELET,
Mdle State (Idle) | (PAFIJL4KEE (Idle)): RETALIILDOFvIRA+

Negotiation State (Nego) | (RIS T— 3 4R %E (Nego) ): D AerolLink Protection *2/3\—& RIALIT—S3v L, FOT4
T/—R&EEHLET,

IBackup State (Backup) 1 (/327 v iREE (Backup)): RIS T—av. CO/—KAN\vY 7yT/—RELTEIYSTS
NET RDOYITTRTOIS T IIET I 74T /—FZEEBLET,

A J—EB\w o7y TIREEIZH B L, TSTATE] (JREE) LED MAiELET .

lActive State (Active) | (ZHT1THKEE (Active)): RO IT—avk,  CD/—KNTHT47 /—RELTEIYETONDT=8.
rS7490(F2D/—FEEBLET .

Role Change State (Change) 1 (fE|Z KK (Change)): 7V 7147 /—RH WLAN ENLTT —4ERETELHLD L.
lChange HREEICEALL . NI TV T /—RDBTIT4T/—FOBERITL T—3V&ALET,

I7AVIREREFIUTOREAZEDIDICEATEEY,

SNR(EBHTLL): BEESSA 72D Signal-Noise Ratio (SNR)ZFTvI3 3
Signal Strength (S5 E): BEISATUINDEEREEFIVITS
Disconnection (V1M7): YIEiEHRHETS

System Status (VAT LRXT—2RX)

DRATLRT—RADEILAVIE. BEDTINAZADAEE CPU DFERAEDRAT—EANRRIEINET,
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FE CPU IZEFRADMNTERE, I YFEVTIZEYMAINE L R T LOBEHNEESAREENHYET, T74V—01+—IL

JL—IL(IP/MAC/ZOrIILTAILE) RS T 495 PPS Uy b/ ) B LN E,. CPU FAENLERLET,

System Status

Memory Info

Total (kB) 126724
Used (kB) 48004
Free (kB) 78120
CPU Info

Usage (%) 4.33
Refresh

Network Status (RYFIT—OXT—ARRX)

PYRT—=DRT—RADEIIAVIZIE TINARD ARP, TP RAT—AR LLDP, RSTP, b—T 42 T—7 JLICBET %y
rI—HRF—BANKRTEINET,

ARP Table (ARP F+—7JL)

ARP (Address Resolution Protocol) T—JLIZIE, TIRA RADBEDTRLRAIYE LS (IP s MAC ~D) WRJRENET,

ARP Table

IP Address MAC Address
192.168.127.18 FO:DE:F1:DD:A1:ED
Refresh

Bridge Status (T vy X F—4R)

TNARDFYNT =D TS DREDRAT—EAANKRRENE T COEILAVICRTENSZE A FI—TIAABLURIET S
MAC 7FLRIERARST49IDIVNIRAUETS,

Bridge Status

Interface MAC Address

LAMN 00:90:E8:22:B1:D9
athD1 00:90:E8:4E:9A:79
LAaMN FO:DE:F1:DD:A1:ED
Refresh

LLDP Status (LLDP R7—%X)

LLDP (Link Layer Discovery Protocol) 8L TUNE SN = ET 5T /(A RIZBET B EHRARTSNET,

3-53




AirWorks AWK-3131A UM Web 2V —=IR&E

LLDP Status

Neighbor Information

Interface
System Name D IP Port Port Description
LAN AWK-3121_13496 OO:QO:EIEI;%ZZJ:B“DQ 192.168.127.253 7 (LOCAL) LAN
WLAN AWK-3121_0777 DO’QD’I,EI\E::(‘:E]’M’N 192.168.127.252 10 (LOCAL) WLAN
Refresh
*E AWK-3131A 0D LLDP ##8E(Z. IEEE 802.3 ZH7R—hLTL\ER A,

Routing Table JL—F 4> F FT—7 L)
BEDTNARADIL—TAOTEBRBRTEINET

Routing Table

Destination Gateway Mask Interface
192.168.127.0 255.255.255.0

default 192.168.127.251 0.0.0.0

Refresh

RSTP Status (RSTP XT7+—4X)

HEIN=R/NAZVF YY) —FAra)LINSA—8ERELET,

RSTP Status

RSTPstatus e
Bridge priority 32768
Hello time 2 seconds
Forwarding delay 15 seconds
Max age 20 seconds
No Enable RSTP Port Priority Port Cost Edge Port Status

ATTFTUAR

AUTFURBBEEL T, AWK-3131A LB/ BRAVENI—VZEEBTHODY—ILNEBERFEShATOET,

Console Settings (A2 —ILERTE)

HTTP. HTTPS. Telnet, SSH DALY —ILADT I RHFAEENFIEBHICTEE T, ZEDHIZ. 2 2O REHIY
Y—IL HTTPS & SSH ADT7HERADHEHATHEIEEHLET,

Console Settings

Auto logout period 10 {1 to 60 minutes)

Accessible Interfaces

Interface HTTP HTTPS Telnet
Enable services i i '
Ethernet ¥ i !
WLAN rd v |

= If you disable all access portals, you will not be able to remotely access this device.
= If you disable HTTPS, some Moxa service features will be disabled.

Accessible Net List

Accessible Net List Enable ® Disable

Submit
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" s 0
Ping(E>%)
TPingl (EX ) IZABRELIEEBRRVET—ODBEEDZEIRIIBET , [Destination] GEI1E5) DHEIZ /—KD IP PRLR%E
ABTHIE, ping AV REF LT, /—FOFHEFHERLT. TV RRANZIBNEINEI M #HRETEET,

Ping

Destination 192.168.41.233
Ping

J—RETORRNRADNEHEEE . TRATON Ty EE G BT CE SN I ENRTENE T,
AMTRAENGE ., LTORDESIC, —8FEFLBO/N T IR EIEAHYET,

Ping

Destination

Ping

PING 192.168.41.233 (192.168.41.233): 56 data bytes

64 bytes from 192.168.41.233: seq=0 ttl=64 time=0.696 ms
64 bytes from 192.168.41.233: seq=1 ttl=64 time=0.548 ms
64 bytes from 192.168.41.233: seq=2 ttl=64 time=0.565 ms
64 bytes from 192.168.41.233: seq=3 ttl=64 time=0.567 ms

---192.168.41.233 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.548/0.594/0.696 ms

Firmware Upgrade (7 7—L72 7 DB )

AWK-3131A DI77—LVIT7ERHTHIET, HMNEEDOSUVMEREE BN TETT . RFNIT7—LITTI(E Moxa DF A
—RE AL AFTEET,

T7—LII7 DEHEETT DRI, AWK-3131A NATSAUITHE>TWSIEEHERL TS, Browse | (BB)RE %S
L TI7—LIIT DA A—T74ILEHETEL. [Firmware Upgrade and Restart | (97— Lz 72 EHL THIEZENIT3) %5
vOFBE T7—LOTTOEHFHIRIBLET  EH/—D 100%(2FT D&, AWK-3131A ANEFNICHEHLET .

T7—LI9T7DEFHIEL. AWK-3131A DittDseIFERTEEE As

Firmware Upgrade

Select firmware file | | Browse...

Firmware Upgrade and Restart

IE
I7—LITERHTHREERNREL TSI EEHREL TSN, FHLAVWERNITHEDRRICEYET .

I7—LYITEHEREDOA—SVTREERZADTREELHYES VT —MRIZT NI RDO—S VT REEFTVIL TS
LY,

Configuration Import and Export (&E D1 > 7R—k/ T HOXKR—F)

I Configuration Import & Export | (FRE DA iRk—k/ITHORR—R) Z#EZ (X, AWK-3131A DREEEIC N\vIT7vTEIET
TEET,
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I Configuration Import] (GXED A iRi—b) 593> TlBrowsel (BHR) 29wl REI71IL%H EL T Import Configuration]
(REEAVR—NRIVED )T HE REDAUR—IDFIRSNET,

Configuration Import & Export

Configuration Import
Select configuration file Select file

Import Configuration

I Gonfiguration Export ] (3% M Y XR—) 933> TlExport Configuration] (R EF TV AR— MHREUEH)vH LT, O—h
DAL= ATATIZREITTAINERELET . RET7AIIETIRE T7MIULEDT, —ROETFAMEEY—ILTRRL
URETHENTEET,

Configuration Export

Export Configuration

I Config Import Export] (GXRED A R—hITHRR—R) #EZ L. ABC-01 DHRFEL/ NI TYTILIEYIRNFLEEY TEET,

ABC-01 Import

Import Configuration

ABC-01 Export

Export Configuration
[SNMP MIB File EXPORT1(SNMP MIB 274 LD ITHAR—F) Z#EZ(E. SNMP MIB 77 )LELFIATEE T,

SNMP MIB File Export

Export MIB

®EE AWK [ZHH0O—FFBIE UTOFIBEICHNET
1. AWK OERZEDVYET .

2. ABC-01 # AWK O RS-232 O V—)LIZEHELET,

3. AWK DEREANES,

4. AWK HHEEITOtEAHIZABC-01 Zi&H L. BEIRIIZABC-01 Mo AWK ABREFESFIUO—RLET, RENF D ~O—KMN
SETL. ZOREDHRAMNELLMEAR . AWK [FEVWE—TEE 3 EEBLL, BB TOtREHITLET.

5 AWK DEBINEFEICETIHLE EHEESYE—TEN 2 @IRY, AWK NMERTTEETHAHIEETT LED Aik—RIZHLTL
F7,

Load Factory Default (#]EA{ED O—F)

COWEEZFER T AWK-3131A Z)EyhLizY  BEEZ TN THHEICR T SENTEET AWK-3131A O L&/ IRIILD Uty
FREAVERLTN—FRIz 7% b 523 TEET,
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Load Factory Default

Reset to Factory Default

Click "System Reset” to reset all settings, including the conscle password, to the factory default values.

The system will be restarted immediately.

System Reset

Account Settings (ZA™ 2 RETE)

DE—FFAMIB BT INAZBNIA—DORETHAHCLEHEEICT H=-DOIZ DO TTNARERES DRICEZEED/IRD

—RERBLET,

Password Policy

Minimum password length

Password strength check

Password validity

Password retry count

Lockout time

Account List

4 (4 - 16 characters)

Disable -

a0 (0 - 365 days, 0 is disable)
5 (0 - 10, 0is disable)

600 (60 - 3600 seconds)

Telnet/SSH

Action

Delete
Delete
Delete
Delete
Delete
Delete
Delete

No. Active Account Name User Level HTTP/HTTPS /Console Moxa Services Diagnostics
1 admin Admin
2 E Admin E]
3 =l E
4 [l Admin -
5 E Admin -
6 E Admin -
7 [ Admin -
8 = Admin -

* Only characters allowed in the Account Name are alphabets, numerals, at sign (@), period (.), and underscore(_).
Field L Default 3%
Minimum password FIHIIDHRETIE, AT —FRIFAXFE~16XFDOB T, EFa)F |4
length 1ERET D=0 O TT/NARERET BB R/NIRT—RREDLELE
(BNRRD—ER) | H8XFITTHILEHELES,
Password strength NRT—RFBEFIVIFTavczBHITHE, A—F—FEBED/RT | FERLEL
check —FOBRREVLTROLNET,
(IRRT—FEEFIy [ FE FHIEIROIIRT—REE | O30 E R TIZEL,
)
Password validity NRRAT—REEBLRTNIEHESAGEEETOA, /SRT—FIF/\vwh— |90 A
(RRT—FEHE) | HoRETILOICEHRMICEHRSNEINETT,
Password retry count | O 4> RIZA—H— MR-/ RAT—KEZAALT. T/AAROOT 14 |5
(RRT—RYrSAE |BEAAVIENDETOERER,
)
Lockout time n ELEKELTEBRLEZOT 1> DRITHR. T/AIRAQOT (U #EeNOvoSsh 600 F2
(BYOF IR B8, CSTon [FRRT—FOBFRITEHTY .

FLODA—Y—TFHIUDEROEFEDOTHIUMRETHICE, TEdit1E7)vILET,

LUTOREARETEET .
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Account Settings

Active Enable

User level Admin -

Account name admin (A-Z,3-z,0-9, '@, ", and "_")
New Password sene

Confirm Password

® Your password must follow the password policy.
® The minimum password length is 4 characters.

Accessible Access Portal

HTTP/HTTPS @ Enable ) Disable
Telnet/SSH/Console @ Enable ) Disable
Moxa Service

("]

Enable ) Disable

Diagnostic 9@ Enable ) Disable

Field Bl Default E&5E
Active A—H—TFHYUrEB =T BIZ[EEnable IZEIRLET Disable (ff FHLZLY)
(FU747)

User level Administrator (PR =AML —4%: EEE): 21— —IZ Web U ADTHERE | Admin (BIEE)

(aA—¥—LR)L) HRILEY., TNRAADBREEZLEELE=Y ., TINAAAND AU R—b/ THRR—
FOBBEEESTZYLET,

User(1—H—): —H—IZWeb U ADTHIEREHAILETHA, 1—F—
[FTFIRARDEFEOTINARDAUR—b/ THORAR—OBREFESEET

EFFEHA,
Account name FhIOUrDI—H—4% Admin (BHEE)
(PHoVRE)
New Password TIRARIZAT AT 212D fEHND/ART—FTT, Moxa

¢ AV L)
Confirm Password INRT—REBAALET, F/SRT—RE/IRRT—FDERADDEDLEL | N/AGHERS)
(IR —FRERR) GEINAT—FEREANTEHIENKRDONFET,

INAT—RFDESR

lChange Password | (/SXT—FDER) #EEEZFESTHFEL—F—D/RRT—FEERTEFET, ZRAICHED/SART—FEAR
L. ZNDoH LUV SR —KR%New password | (377 VX7 —F) &l Confirm password | (/XX —FDHER) D A AHEIZAALET,

NOTE FYRT—=IDREEEZVDLANIVIZHZFTE=012, TIHILED/IRRAT—F (moxa) [MEALLZLNT SN, T, £2THO1—H
DISRAT—RITEEH CEFEL T,

Change Password

Current password saee
New password

Confirm password

® Your password must follow the password policy.
® The minimum password length is 4 characters.
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NOTE lPassword-strength test | (/SRAT—RBET RN AT a 2 FERTHE UTD/ART—RRYS—(ZHo1=/ AR T—KRZEFESTE
#RINFET,

o NRAT—FREFPEKELIXFIIHFEECHELNHYET,
0,1,2 9.
o NRAT—FREFRXFLINXFOMAEECHELNHYET,
AB, - Zab, "z
o NRAT—FIZIERDEFEHRXFEEDIILELIDFESIDLELNHYET .
“@#$%" -, OO
o ROBEHIXFIF/NRT—RIZIZFEZFEA,
e
o TF—LIITDN—TIar 1.4 hHEIE. TIHILED/IART—R[Emoxa | T . MBTDETDI7—LIT 7 D/A—232 (1.3
EFT) T, TIAHIED/ISRT—FRIEroot] TS,

Misc. Settings (FEHERE)
AWK=313TA ZFE VAT EMDEENCDR—ITHEVWEITET,

Misc. Settings

Reset button ® Always Enable Disable Factory Reset Function after 60 Seconds.

Submit

Reset button (U 2r7R42>)

BE BB TIRELEE
Always Enable AWK-3131A DYty RAUNEEBYMZET, Always enable
(LyDBfES) (LDHfED)

Disable the Factory Reset | AWK-3131A 2+t yhLTTI74/LD TIBRTEIZT DHLREAS.
Function after 60 Seconds | AWK-3131A MBIZENE T £ 60 B TGV ET,

(60 B 2RI 5y MkhE
HEHITS

)

Troubleshooting(FS 7 L a—F42 %)

COMBEEZHERTHE BEDVATLDRAT—ERET [(EOCEFLT, Moxa DIV TICBHERERHETEE T, HED
TINA R EHRETIRR—F BIZ(E. TExport) (T RR—M) &YV ILET,

Troubleshooting

Export current device information Export

Wi-Fi Mirror Port (Wi-Fi S5—7RK—F)

Wi-Fi 35— R—k &, Wi-Fi RZ77—% L AT LEBRBREICEY N YT TEIENBFETHROGE . BEDF Y RILLEIZHS R Vb
=0 Wi-Fi BIEDSDFENEMBDIZIBET,
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Wi-Fi Mirror Port

Capture Wi-Fi Frames (1~180s) | Capture

Remote Capture Enable '® Disable

Wi-Fi 35—R—rE 1y 7y T T BIZIE, Wireshark Y— LAV R b—)LEN a0 Ea—8RRETT, ChEE->T AWK T/34

RlA—H 1y MERTERLET .

*E

Wi-Fi 25—R—MIFRNEKIERITY  LAL Wi-Fi S5—R—I&E5& DFS BEEFBEICBMELELA L ER A, CDT=

&, BEMERARL Wi-Fi SS—R—MEBEEED RV REEREOLET .

Wi-Fi 35— R—r2tyb 7y ILTEBRBDE=2Y T ETIIIFRDEETOTTEL,

1. [Capture Wi-Fi Frames /Ry R IZHAEIZ A HLET
170 ~180 P DEHE TIEZ AN D EMNHEFT
2. [lCapture &9y
3. WEB LTCRALTINEFLET
Web TSI HDSLIR—bES DV O—RTEHIENTEET
Wi-Fi 35—R—hrZ2 Y7y TLTREBRBIOEZS) I ZITIICIIRDIEFTOTTSLY,
1. TWi—Fi Mirror Port ] *—[ZT [Remote Capture |17 > 3> % [Enable JIZZEE,
2. BFEVLOIVE1—5 LT Wireshark *Y—)L%#CEf. Capture | Tl Options | Z1E4R,
3. Wireshark M lnput]#J1ZT. I Manage Interfaces 1%%')v%

M Viceshark . Capture Interfaces

Input Output Options

Interface Traffic

Realtek USB NIC: Local Ethernet
Microsoft: Bluetooth Network Connection

VMware Virtual Ethernet Adapter: VMware Network Adapter VMnet1

Microsoft: Wi-Fi
VMware Virtual Ethernet Adapter: VMware Network Adapter VMnet8

Intel(R) Ethernet Connection 1219-V: Public Ethernet

<

>

& Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: [ I Enter a capture filter

4. TRemote Interfaces1% %) v L TH LAV Z—TzA X%EM
5. AWK TS RDEHREAS

e Port(R—F): 2002

e Auth(RBRE) : Null authentication

o Host(7FRRK): <AWK IP>
6. TOK 129w
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M Manage Interfaces ? X
Local Interfaces Pipes Remote Interfaces

Show Host / Device URL

v 192.168.125.100
M  rpcap://[192.168.125.100]:2002/mon0

3+ - Remote Settings

This version of Wireshark does not save remote settings.

| OK ' Cancel Help

7. Tlnput %R ——>lInterface] —>lrpcap://...2002/mon0 ]

Input Output Options

Interface Traffic
Realtek USB NIC: Local Ethernet
Microsoft: Bluetooth Network Connection
VMware Virtual Ethernet Adapter: VMware Network Adapter VMnet1
Microsoft: Wi-Fi
VMware Virtual Ethernet Adapter: VMware Network Adapter VMnet8

»__Intel(R) Fthernet Connection 1219-V: Public Ethernet
irpcap://[192.168.125.100]:2002/mon0

< >

& Enable promiscuous mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: [ I Enter a capture filter .. v ] Compile BPFs
St |  Close Help

BELNINY 2a—T1V T DBRERBE X Moxa $—E RtV A—AEELSN=R YT I7A L ERHBLE T, RYUTHT
FAWIE AT LIZET 2 BMOEMIERERELET

AV TrERITTBIZIEL. [Browsel (BIR) EF>TRIV T I7AILERDIFTTRIRL. LT DFMZEA AL THS TRun Script |
(ROVTERT) EIVILET,
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Troubleshooting

Current device info Export

Diagnostics

Diagnostic script
Export diagnostic results ® tpafile to a TFTP server

TFTP sever IP

Diagnostic script name NfA
Last start time N/
Last end time NfA

Diagnostic status

Diagnostic result NfA

Run Script || Stop Script

BE L]

Diagnostic script [Browse | (BR) RAL %M >T Moxa ZEIAD) TR I7AILEBIRLET .
(BHRIUYTH)

Export diagnostic IHARR—PEZUTHIOEIRLET,

results - Tto afile] (T7AILA)

(BHREBROIHVAR— | - Ttoa TFTP server | (TFTP H—/I~)

)

TFTP server IP TFTP # 7L av%BIRLIIHEA.TFTP 4—/0D IP PRLRERELET,

(TFTP H—/30) IP)
Diagnostic script name | A7) TR I7AILDEBINRFTINET,

(BEHRIUYTR)

Last start time REICRITLEZR VT ORBELNRTINETS,
(& DB

Last end time REBICETLIEZRIUVT OB THZINRTSINET,
(BB T KRR

Diagnostic status AT LEHOEBKRENBRTEINET,
(BHART—ER)

Diagnostic result SATLEMOERNRRTINET,

(BH#R)

I THORR—bHEEL T o afile] (TFAINAN)FTLavEBIRT 5L VR FTLATHESIEShTI?
AIVIRTFENE T O T7MILDRERYAX(E 1MB TS, A5 I7/ILDHAXH 1 MB [TETS
ERDITFAILHERSN FT . &K 5 BGMB)ETHIFAILARESN, A Ho0—KTEES,
T7 AILED 5 BEBRLE REGVIFAILHLEIBRINET,

Save Configuration (825 D &7F)

AWK-3131A AR ENDEFFERMLS LUTEBEREMEATVIZRBETEILAIEIUTORNDESY TT AWK-3131A & v ubsd
IUERIEBEEHTEE BREEATYICRBEINTOST AL TR TEHAET . AWK-3131A [ET5V 2 AEYICRFSNATLY
LR EEFEALTREEMIIEEITOID T, AWK-3131A ZHEE) I 81 FHLLEREZ TR TITYDaAARYIZRET D0
ELHYET,

L1=h'> Tl Save Configuration | (EXTE DIRTE) #EREE - [LRestart | (FH2E)) #AED ELHIRITLEMGS . FHILLWVE R (XH#E
LEEA,
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Configuration ) ) .
setting changes Restart | without saving configuration

O T N

volatile non-volatile The system reboots and
memory Save | memory Restart initialize with the settings

y | (flashmemory) | _——— . infalsh memory.

V\_/

Save and Restart |

ERIDA=Z 21—y XD Save Configuration] GREDRE) VYT 5L LTOEENIRTENES , COBATISY A
AEYDEREEEFTIIEEIL. [Savel (RTF)EVIVILET ., HBWVIE, thDBEEEETLT. REDRFEEREILIZT ST
3TEFT L. REERETIETOM. FILLWEREE R IR EREATIRICEFINET,

Save Configuration

After you submit configuration changes, you must save the changes and restart the system to make the changes take effect.
Click Save to save configuration changes in the system memory.

Click Restart to activate configuration changes and display the active settings in the web console.

Save
ekl

Network Settings After Reboot

Network Info

LAN IP address 192.168.43.104
LAN subnet mask 255.255.252.0
LAN gateway 192.168.43.254

Restart (FH#2Bh)

REDEFEETTHE BEDELTXFIARBERTLES . TRTOEEEITof&R. EAIDAZ2—HRIIRD
lRestart | (BiCE) HEELZ VW ILET 2 DORLGDIEEDVTAOLRTENET,

BRERFEEZELT, TERELTOWVENESE. 2 DDA T avARTENET , ZCTlRestart | (Bi2E)N RE &9 v5T
BEAWK-3131A HNEEBREBL. REDER(TT X TEHINET , [Save and Restart] ({£7F LTHEEEIT D) KA %51
vIFTBHE TRTDHREDEEINERHSNTHD, AWK-3131A ANERELET,

Restart
" Warning !

Click "Restart” to discard configuration changes and restart the system.
Click "Save and Restart” to save configuration changes and restart the system.

| Restart | | Save and Restart |

Network Settings After Reboot

Network Info

LAN IP address 192.168.43.104
LAN subnet mask 255.255.252.0
LAN gateway 192.168.43.254
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REFLEEETIC. FEIRTOERLRELTOSRestart ] (BiLE)) #aEFEITL-5E. B@EIZIE Restart| (BiEH)
RAVLDRTRSINFEE A,

Restart

1! Warning !

The system will restart immediately after you click "Restart”. All Ethernet
connections will be disconnected.

Restart
Network Settings After Reboot
Network Info
LAN IP address 192.168.43.104
LAN subnet mask 255.255.252.0
LAN gateway 192.168.43.254

SRTLOBERBPIL. AWK-3131A DH#EEIFT RTETTEEHAs

Logout (A4 7™9K)

Meogout] (AT 7R (. RED HTTP Ff=l& HTTPS vl arEaHIEiLTlLoginl (AT AU)R—VIZR 5DIZRIBET,
REDT=H., AT 7O THhBaALY—ILIF—TrER TTHEIICEEOLET,

Logout

Click Logout to log out of the web conscle.

Logout

3-64



4

IR ITT DAV AR—ILERTE

COEOARIIUTDESYTY:
0 BEIS— SEIARIMVEEA,
O Wireless Search Utility

» Wireless Search Utility 4> X+—JL

> Wireless Search Utility DE%E



AirWorks AWK-3131A UM VINIITOALAVAN=IERE

Bz

Wireless Search Utility (& Moxa 0 Web - k (www.moxa.com) MHA v O—RTEFET,

Wireless Search Utility

Wireless Search Utility D> XA +—JL

Wireless Search Utility 24 > 0—KL=5. vyb 7y 7O S LD I7AILEETLTIURM—ILERIBLET,

1. TWelcome | (&) DEIE M BALV=5Next] (RN E IV VILTAU A= ILEHRITLET

i3 Setup - Wireless Search Utility = 28

Welcome to the Wireless Search
Utility Setup Wizard
This will install Wireless Search Utility on your computer.,

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup,

Mext = ]| Cancel
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2. Next!(RN)EDYYILTIRTSLTFANET IHISDTALIRIZADRb— LS HH. [Browse | (BHR)£0')vILT
ROBHAREERLES

i3 Setup - Wireless Search Utility - . L] o |

Select Destination Location
Where should Wireless Search Utility be installed?

J Setup will install Wireless Search Utility into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse,

Z:\Program Files (x36)Moxa\Wireless\Wireless Search Ui Browse. ..

At least 3.2 MB of free disk space is required.

< Back ][ Mext = J [ Cancel

3. INext](R~N)ZEHI)YHLTTRYTSLDYI— YN ITFAILET IHILDTAL IR IR T %hH . [Browsel (BHR) %41
L TRIDIGFREEIRLET,

ﬁ! Setup - Wireless Search Utility | = e

Select Start Menu Folder
Where should Setup place the program's shortouts?

| i Setup will create the program's shortouts in the following Start Menu folder.

[ To continue, dick Mext. If you would like to select a different folder, dick Browse.

| MoxaWireless\Wireless Search Utility

< Back ][ Mext = ] [ Cancel
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4. TNextl(R~N)EVVYILTHMIGRRVERIRLET .
i3 Setup - Wireless Search Utility - e

Select Additional Tasks
Which additional tasks should be performed?

Search Utility, then dick Mext.

Additional icons:
[7] Create a desktop icon
[7] create a Quick Launch icon

Select the additional tasks you would like Setup to perform while installing Wireless

< Back ][ Mext =

] [ Cancel

5.

i3 Setup - Wireless Search Utility

TNext] (RN)ZEIVIILT AV ARR—=IVERITLET . A\ A= NIV A=A T ar D<) ERRLET,

| = X

Ready to Install

change any settings.
Destination location:
C:\Program Files (x38) MoxaWireless\Wireless Search Utility

Start Menu folder:
Moxa\Wireless\Wireless Search Utility

Setup is now ready to begin installing Wireless Search Utility on your computer.,

Click Install to continue with the installation, or dick Badk if yvou want to review or

< Back ][ Install

] [ Cancel

6.

Mnstall | (A Rb—IL) &I T HE, AV RM—ILDETHREYET , LI T YT V4V R AV A= L DEB KR

RREINET AVRA—IILDBREEZEET B, [Backl (RD)EV) YL THIOBEEIZE>TZELY,
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7. TFinish](GET)%&%5Y)v99 %&. Wireless Search Utility DA Ah—ILAAETLET .

i3 Setup - Wireless Search Utility

Completing the Wireless Search |
Utility Setup Wizard

Setup has finished installing Wireless Search Utility an your
computer. The application may be launched by selecting the
installed icons,

Click Finish to exit Setup.

| Launch Wireless Search Utility

Wireless Search Utility D% 5E

BELDOIAE1—2EFL LAN TSN TOS T RTH AWK-3131A AP 2 E T BI2E, TO—FF v AMEREEENFERSH
FTAWK-31BIAEHTETDE. TDO P FRLREEB CEDLIITHYET, TA—FF v AMERMEEL P 7L X TIE#AL. TCP
INTYNTRET DD T, AWK-3131A DY AP LISATURDELLIZERESN TULSNEIBETIEHYFERA. WThDIEES. K
ZARERICH T RYMIBLTOAMESIAIZEHST, LAN [THEESNTINS AP E9S5ATUMBESNET,

1. Wireless Search Utility 704" 5 L%EEBILE T, Login] (A% /) R—U Tl Device Search only | (T/Af RBRFRDH) 4T3
VERIRTBE. THRARADNRREIN, BT NS RADHRENRTSNET , [Device management | (T/NA REE) AT a8
REBEIPOENYE T, I7—LITTDEHF. T/AARADEENTEET,

Search Utility - Login e e

Wireless Search Utility

" Device Management

" 0K | X Cancel |
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2. Wireless Search UtilityZBALVT, Search] (#%) 7/a>&9vILET,

| ﬁﬁireless Search Utili ;; |

J Fie Edt Function Tooks Help
L]
£ | =2 % . B E
Search Seanch Ex Locate web Telnet Aszsign [P Unlock
Mo I todel name | IP address | Device MAC address | Subret mazk I Firmware version a
4 m b
Search é'J

3. [Searching] (#&F) V1V FIIZRRDEBH KRB RTEINET . REMNT T THL FESNTZT X TOAWKA Wireless
Search Utility | FEBIRIRE L —T AT 1) D1V R IIZRFRESNET,

D ==

J Fle Edit Function Tools Help I
2 e - s
Search SeachEx ~  Locate Weh T Telnet Aszign P Urlack
Mo Model name IP address Device MaAC address Subnet mask Firmwar | Overview a
awK-T1Z1ED [ 192168 z 00.90: : 255,755,755.0 System Info | Device Info | 8024 | »
=2 Aw-3131AED 192168.127.251 00:90:E8:4C:38:41 285.255.255.0 1.1 Buil ]
273 AWKTIZIP 192.168,127.252 O0:90:ES:4E:34:79 255, 265, 255.0 1,13, | Model name Ak 'l
Device name Awk-3121
Device location
Device description
Serial Mo 13496
|
| System up time 0 days IZI5h:|
Firrnware version 1.12 Build 1
] m 3
i
A
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4. TlLocate| SZFIDRE)EVIVITBEEBRLETNARNE—TEERELET,

J File Edt Function Took Help

a 7 R E
Search Search Ex Locate wheb Telnet Aazzign [P Unlack
Mo | Model name | P address | Device MAC address | Subnet magk | Firmwsar | Ovenview n
| =1 AwWK-3121-EU 192.168.127.253 00:90:E8:22B1.09 255.255.256.0 1.12BL  SystemInfo Devicelnfo' g0z 4 | L4
=2 AWK 3AEL 192.168.127.251 00:90:E8:4C:38:41 256.255.255.0 1.1 Buil
é‘a k21 21-IP 192,168, 127252 Q090Eo- AE-Qi-79 ZRR JRR IER [ 113R. b odel name Awk-3121-
168122
Locate Device name AWEK-3121
Device location
Locating...
Device description
Model Aw-3121-EL
Serial Mo 13456
IP: 192.168.127.253 .
Sygtem up time 0 days 08h;
MRE UREDESZEEDE Firmnwsare version 1.12 Build 1
Metmask: 256.255.255.0
1)
i
4 Ll 3

2

5 BEI—TAITADTAAVEREEFERT DR, AWNKDOO VI ERIN TSI EERHERLTEZEWN NRT—FHBT T+
JLMZEEEINTLSIGE . AWKIEAY Z BEIMICEIRLET . TN DEEE. FILLWART—RFEFETANTILE
NHYET,

6. [Tools](*)—JL)-TLogin Options | (AF A A T av) EET L MDAWKD BB OOV ERBENTEET,

File Edit Function | Toolz| Help
ﬂ Ttility Login Options. .. P
Search Search Login Options... Telnet Azzign [P Urlack
Model name Advanced Optians... Subnet mask Firmwar | Overview
| Customize List Fiew ... ] System Info | Device Info | 802 I
e AW 31a-ED L= L e o :iD E:4C:38: A‘I 255.255.255. D
ET3 AWKII21JP 192.168.127.252 00:90:E5:4E:34:79 255.255.255.0 1138, | Modsl name AWR-31 21'|
Device name AWE-3121
Device location
Device descrption
Serial Wo. 13436
Spstem up time 0 days 05h:
Firrware wersion 1.12 Build 1
4| m 3
i . A
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7. RHO—)LEHU) AREEHST, BELI=LAWK OMAC FRLRZEIRLTIAMI GBI 252w HLET, AWK T/ D
ISRAT—REAHAL.TOKIZEI)9ILTRELET . RER—VIZEST AWK ZBEERRTHE. TOAWK OOVINEE)
IR ENBZZEEHRTEET,

IR

RENT=&. Wireless Search Utility DT IAILEDAT AU IRRT—REEETILI385EOLET,

Login Options ; l l > L | |
Found device(s) 192,168,127 252 - 00:90E 5 4E:94.79 - Add
Last IP Device MAC address  Usemame Password
Default adrnin I
192.168.127.263  |00:30:E8:22:B1:D9 adrnin I raat
192.168.127.2562  |00:90:E8:4E:94:79 adrnin raat

NSAERTENT- AWK OBREELEETBIZE:

1. TWeblZAa>%49)vyHLT . Web OV —)LERZEET  Web AUV — LTI, TRTOREEZLEETEET, Web O —
JLOELWMERAEIZDNTIX. E 3 E2D Web OV —ILDFERAEICET H5BAESEBLTEEL,

) less Search Utility
| Eie Edt Function Took Help
el ¥ *h =] P
- - e - -
Search Search Ex Locate el Telnet Agszign P
Mo I todel name I IP addressz | Device MAC addiess | Subnet maszk | Firmwar | Overview a
TE 1-EL ] i B1:09 256.755.255.0 System Info | Device Info | 8024 | ¥
[En A3 NAEL 192.168.127 251 00:90:E8:4C: 38:47 255.255.256.0 1.1 Buil ]
273 AWK3I121JP 192.168,127.252 00:90: £ 5:4E:34:79 255,255, 255,00 113y | Modelname w3121
Device name A3
Device location
Device description
Sernal Mo. 13496
Spstem up time 0 days 05h:

Firrnware vergion

|
1.12 Build 1
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V7RI ITFOAVARM=ILERRE

2. telnet ZfE>T AWK ZRETHEHEIL. [Telnet1x Vv ILET,

J Fie Edt Function Taok Help
2 a8 | .z E
Search Search Ex Locate web Agsign 1P Unlock
Mo | todel name | IF address | Device MAC address | Subnet mask | Overview a
: 21-EL g : 25! Tl Systemlnfo | Devics Info | 80211 Info |
= A3 3AEL 192.168.127 251 00:90:E8:4C: 3841 255 255 2560
273 AWK3IIZIJP 192168127.252 0090.E8:4E: 3479 255,255,255, ( | Mods! name i EEHEl
Device name Alwk-3121_13496
Device location
Device dezcription
Serial Mo 13496
System up time 0 daps 08h:22m:01
Firmware version 1.12 Build 15120319
|
< | I »
Telnst A

3. TAssignIPJ(IP QEIYLET)EIIVITEHE IPREFLERETEET,

J File Edt Function Took Help
£ a | % . E
Search Search Ex Locate Wweb Telnet Aszzign P Unlack
Mo | todel name | IP address | Device MAC addiess | Subnet mask | Overview a
'é“l AW-3121EU 192,168 rAss' P - - - evice Info | B02.11 Infol
ET2  AWK3IIFAEL 192188, 'an . — - -
T3 AWwE-3121-JF 192.168. AWE-3121EU
IP canfiguration Im ,I Alwfk-3121_13496
P address [ 192 18 . 127 . 253
| fiption
Bt sk | 285 285 0255 . 0 13496
t 0 days 08h:22m:01 2
Gateway I o .0 0 0 .
| Eion 1.12 Build 15120319
Primary DM S sarver I a a a a
i Seconday DMS zerver I a a a a
| o 0K | X Cancel |
|
4 I
I —— W T——  TTTSESESS— . @
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UTTIE.3 DDEELA T3, ISearch | (18%) . [Connection | ($£#%) . & & UTMiscellaneous 1 (Z D fth) [CDWNTERBALE T

Search (&%)

e Retry count (B&ETEIH) (T74/+=5): HBNICERRDOERERELET.
e Retry interval (FERTHEIIE) (ms): BRFRT SRR,

Advanced Options (e

Search ] Connection | Misc. |

Fetry count: |5
Retry interval [mz); | 1000
Fulticast retry count |3

o 0K K Cancel

Connection (}&#t)

e Connection timeout (secs) (EFRA LT IR (B):CDA T arw#ERT SE. [Default Loginl (TI74)LOS A1), TLocate ]
(IBFRD4ETE) . MAssign IP1(IP DEIY X T) . Upload Firmware | (77— L7 D7y 7O—K) . lUnlock] (O #2ER) MN5E T
TEHETOFHREFEEZRETEET,

e Upgrade timeout (secs)(ZPYF T L—FAL LT IF) (B):2DATLavE2ER/TEE. I7— LIz T7OTVT I L—RhIZERE
NSNS E COFMBRESRETEET . COFTLavE. I7— LT N ISV ATEERAENLFTTOHFHEERE
EETHDICHEATEEY,

Advanced Options e e

Search Connection | Misc. |

Connection timeout [zec); |10
|Ipgrade timeout (zec]; (500
Protocal tirmeout [meec]: | 200

o OK X Cancel

Misc.(Z D 1th)

Search on start (RZ—IEFIZHFR ) : Wireless Search Utility AOAT AU BICT INA ADBRENRIBEIND LT REEE. 2D
Ry REFTyILTZELY,

Advanced Options e e

Search]l:onnection Misc. ]

[~ Search on start

o OK X Cancel
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DDAV —IVT IR

CODETIE AWK-3131A [ZHOTTIERTBAHEICDOVNTEHRBALET , AWK-3131A [Z7IERXTBICIL HTTP 2k 379+

RIZIA T, PUFIILAarYy—IL, Telnet a>Y—)L SSH a2Y—)L HTTPS avV—JLEWNS 4 DDFE AHYET. LUTIL
AUV —ILIZEBERETIE. EWUTILT—T ILEFE>T AWK-3131A &£PC D COM R—k FEHETIDENHYET . DA
A& AWK-3131A D IP 7RLADHODSHEWNMEETHERATEE T, TOMDIY Y—ILIE 1—FRyk LAN AU 4—Ryk
M5 AWK-3131A IZ79ERTEDIZERATEET,

COEQHBRFIUTDESYTY .

O RsS-232 OV Y—JLERE (115200, %L, 8, 1, VT100)

O Telnet O>Y—)L& SSH aVY—JLICKSERE Telnet O>Y—JLE SSH aVY—)LICKBHERE
O HTTPS/SSL xtix Web T3 HIZ&BHE

O Telnet BXUVT SV HFIZKBZTHEADIERIE



AirWorks AWK-3131A UM VY=L BECHITI I TOMOBEZTEE

RS-232 a>Y—IJLE&RE (115200, 7L, 8, 1, VT100)

)T IILAY)—IUIZEBEE T BT ILS—TIILEFE>T AWK-3131A & PC O COM R—h 2T 2EAHYET,
CDAEIE AWK-3131A D IP TRLADH D LHEMEA THFERTEE T LAN ¥—J LAY L =35 44 LAN TIO—FF+ X
FRR—LMNFEELEEEE  /—H LYk LAN 5 AWK-3131A [ZFHERXTELRWMESICE, DU 7LV — LB EEZFERTS
LEFTT,

A

IR

BEEREN S R—ISNTNBIBETEH, BEE (5l -48VDC) T AWK-3131A [CEAAMRHESh TLVSIB AL RS-232 aVY
—IRE—UHrEFERALENTEEN, #EBET RS-232 OV Y—ILEEHRTINENHDIEE (L. Moxa ) TCC-82 AL
—AFFERL TS,

NOTE

Moxa @ Web HArMSEK THE Y O—KTE%Moxa PComm (Lite) ITerminal Emulator Z{E 3 2Z&FHEHOLET .

PComm #—37F/)LIZaL—4%#2E)IT SR1IZ, RUAS—DBI AR (F1=IF RIA5—DB25 AR) 7 —TJLEF-T AWK-3131A D
RS-232 a2 —)LiR—hEPC O COM R—bk (GEHE (& COM1 Ff=[X COM2 (P RTLDERTEIZLD)) # KL TS, PComm &
—SFIIIZAL—EDAV A=)V, LT OFIEICH->T RS-232 AV —)LA—TA)TAIZT7IALET,

1. Windows DT AIyThS [RE—k A= 21—%FIULV T, TPComm(Lite) 14 JL—F DTPComm Terminal Emulator ] (PComm
—SFLIZaL—ERBELES,
2. TPort Manager] (R—h<HR—24) D T DM Open] (BA) ZRIRL T, FHILLMESGZRZE T,
Ii;'_'l PComm Terminal Emulator |__ ‘E‘ R|
Frofile
)

3. TProperty | (0737 4) 94> F9 DI Communication Parameter | GBIE/N\SA—R) R—UABEET, aVV—ILEGADE
H)%; COM sR—F%5EIRL . [Baud Rate | (;R—L—F) | [Data Bits | (F—%Ew 1) [Parity | (/$1)F) . [Stop Bits ] (AyTEw
R)ZEFhZFH 115200, 8. None (L) . 1 2 FRELFET , [Terminal | (—ZFIL)#TEH)vH LT, Terminal Type | (4—3F
WAL )% VT100(FE (& ANSDIZERELET . TOKIZI) v L TRHRATLETS .

Property [g| Property [‘5__<|
Cammunication Parameter l Terminal ] File: Transfer ] Eapturing] Communication Parameter  Terminal l File Transfer] Capturing ]
COM Optiong
Terminal Type : Y1100 -
Ports : *COM1 AT
. . R 7100
Baud Rate : DL;mb Te.rmlnal Option : Dumb T sminal
Diata Bits : Sl
Parity : r
Stop Bits : Send Enter' Key Az
Flow Control Clutput State Receive
[~ RTS/CTS DTR & ON ¢ OFF CR Translation :
[~ =OMA=0FF RTS & OW ¢ OFF LF Translation :

ok | Cancel | ak | Cancel |

4. VY= ILOATAVEBENRTRINET , BV 128 (T 74/ admin) £/SRXT—R (FHLLV AR T —RARESN TLVRLY
SEDTIAILE root) ZE-ST.RS-232 avyY—)LizAS 1o LET,
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AVV—IRECHIZTOMOEEER

E™ coM4,115200,None, 8,1, ANST

|
WHE-3131-1T2
OTE JAWE-3131_000Z login: admin

FE; Password:l

State:OPEN o Dok BT [Dep Feady

5. AWK-3131A DT NS RIFREAMVAZI—HRRSNET  BEDIERICH ST, RITTHEEF T a0 EBIRL TS

E™ coM4,115200,Rone,8,1, ARSI

'H Model Name o AWE-3131-TU3

RT% |LAM MAC Address @ O0:50:ES:00:00:F%
Zerial No 4

Firmware Versiom : 1.0 Build 10120201

<< Main Merma =>
1y Bystem Info Settings
{Z) MNetwork Bectings
13) Time Settings
(41 Maintenance
(51 Restart
foy Quit

Fey in your selection: I

v
State:OPEN b 5T |B® Ready
A PComm Terminal Emulator 74> RO D4 EEEZEE T 55 S (X, [Edit] ($RE) D Fontl (TN EBIRLT. FETIELA4 T
aVvEERLEY,

aIE
RS-232 #—J JLESL1=Y, IDTRIZRIH LB E . YT =D X1 TAEHERTH=0I1Z. ORI FEELTRY
T IO BRFIMICRITEINE T BREEERTICIE. BURT AT 2RENBYET,

Telnet aY—JLE SSH OV —ILIZ&KBER5E

Telnet ¥ SSH 93547 rEERAL T, AWK-3131A [Z7 VAL, FYrT—ID 00 Y —)ILEEEBTEET, AWK-3131A L
C LAN [ZHHESN TS PC ARRAMD SR YT —5Z LT AWK-3131A DHEEEICT IR T BIZIE, PC RRRE AWK-3131A A
BCHREYITRYMIBLTWARELNHYET . TNEERT BIZIE. PCHRALD IP PRLREY TRYNIRIEFIVILET,

FE AWK-3131A DT I+ JLEIP PRL R 192.168.127.253 T, T 74D HTRYETRIIE 255.255.255.0 TF (U5 R C RykT
—) o CNOEDEMNELRESNTLVELMESIE, PC TRARD R YR T—IREERERL T IP PEL A% 192.168.127.xxx 12, Y

THRybTRH% 2552552550 IZZEELTLEELY,

Telnet ¥ SSH U547 bMoa ) —ILA—TA)TAIZTHOERTBICIE U TORTYTERTLET .

1. Windows DT RV THBI RA—F 1D I7A/ IV BERELTEITIZREITL. Telnet ZEAL T Windows DI 771 L& %
ELTETII4VEIMD AWK-3131A O IP PRLR[Z7HEALES (MS-DOS FOVTrMD telnet ARV RERITT 5L

TEFEY ),
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|

u™  Type the name of a program, folder, document, of Intemet
resource, and Windows will open it for yous

Open:  [telnet 192.168.127.253 =l

I oK I Cancel I Browse. .. I

2. SSHOSATUNM PUTTY) ZERTRIES . 954705 S5 L (fl: putty.exe) ZEITLTMD., AWK-5232 DIPPRL R
Z#ASNLT,SSH #EfR—hC 22 ZIBELET,

22 PuTTY Configuration il

Categarny:
El-Session | Basic optians faryour PuT T sessian |
. i Logging ) -
& Terminal Specify the destination you want to connect to
Keyvhoard Host Mame (or IF address) Paort
- Bell |192.168.12?.253 22
EI \F;i-nl:deoa\t:fures Connection type:
T " Baw ( Telnet ¢ Rlogin @ 2SH ( Serial
- Appearance

3. aAVY—ILOOSAVEENRTINET, OT AV EEEBIZDLTIE, AR DIRS-232 aVvyY—ILERTE I1ZSEL TS,

HTTPS/SSL %t Web 759HIZLBERE

AWK-3131A [ HTTP 7Vt RADREFMHER T 51=IZ. TRTD HTTP +S5T71v 9D HTTPS/SSL BES1EICHIELTLET,
HTTPS/SSL ZE AL T AWK-3131A @ Web TSI H AU A—Tx( RIZT I ERICTBIZIE, LTDOFIEEZERTLET,

1. Web ISHHZERALT, PRLADMEIZ https://<AWK-3131A D IP PRLR> 1Z A HNLET ., [Enter | %48 L TIElGEHEILE
j_o

ﬁ https:/7192.168.127.253/home.asp - Microsoft Internet Explorer
File Edit View Favortes Tools Help

G Back + = - (D 4} | ‘Qsearch [idFavoites hMedia (4| BN S = 5

Address I@ https:#//192.168.127.253/home. asp

2. EXAUTAEAENEHESN TV ENSH NS RITEN LTI —ICEETIES AV E—UNRTENET,

Security Alert E I

i Information you exchange with this site cannot be viewed or
changed by others. However, there iz a problem with the site's
secuity certificate.

Ay The secuity certificate was issued by a company you have
not chosen to bust, View the certificate to determine whether
you want ba brust the certifving authority.

o The security certificate date is valid,

The zecurity certificate has a valid name matching the name
of the page you are tiying to view,

Do you want to procesd?

View Certificate

3. TYes ([ZLV)ZEIRLT Moxa IW FITOBHAELAALTH S, HTTPS/SSL [CE->TREMNHERINT= AWK-3131A D
Web TS59H A B—TIARIZAYET, (URL OFORILIL https ERTEINET,) HWLT. 94K ERIDA=2—Y
J—%EZ(E. BHOEEEDR—SZRNT AWK-3131A DEEEEICT Y EATEEY,
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AVV—IRECHIZTOMOEEER

File Edt Miew Favorites Tools Help

a MOXA AWK-3121-1P : 192.168.127.253 - Microsoft Internet Explorer

o xq
| &

Qw0 HNEAG

/:j Search ‘f:‘\? Favorites €‘B| [_':- l‘_\f b _J ﬁ

Address I&j https: ({192, 168.127.253home. asp

3 Main Menu

(O overview

'{:I Basic Settings
D Wireless Settings

TR wAu i mn A Tk

MOXA WWW.moxa.com

Overview

All information on this page are active values.

System info

=l Go | Links *

Telnet BEUVTSIHFICKBT7IORADESDIE

AWK-3131A ZXHDRYNT—Y(ZHET D ITNE | TOEEMEEE RV T —IABFERALEEVMESIX, Telnet IVY—IL
& Web SHEDHEEEMALIATICTEHILEHENDLET . LTORD&SIZ, [Maintenance | (A2 T+ RX) > Console
Settings ] (ALY —ILERTE) ERITLT. TNODHEEFED IZLET .

Console Settings

HTTP console
HTTPS console
Telnet console

SSH console

* Enable
* Enable
* Enable

* Enable

Disable
Disable
Disable
Disable

Submit
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R TIE. EARBEERMICDOLWTEHLGRBALET . ChoDERIE. AWK-3131A DEEL | EXRERRVNT—IDER
RISV ITRIBET,

CORFBORBFUTOEEYTY,

AeroLink Protection
E—ay

DTIM

IST Ak

RTS LELVE

STP & RSTP

» STP/RSTP D& D=
» RSTP & STP MiELY

]
]
)
]
]
)
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AerolLink Protection

BEHMERT SV I+ —LBOEE LI E-H LRBELREDELXARRICEO T EEEOSNVERIVIDIK. S RATLDSE
DB LER/MRICINZ . VAT LD AMERKRICEDHZ=HIZRMEFEE A, Moxa 0 AerolLink Protection [£,2 DDy
FO—ORIICEMEEEDOER IV CHEREL, RVET—ILRNILOTREREERBRLET,

1. BETxAILA—13—: Aerolink Protection MDAV/N—IEHEWNZRITLI—FL T, T—RBEDTHIT14T7/—FEEHBMIE
HLET . TITA4T/—EDBFDTIRRRASADT—REENTELGLED L, JIDNRRATEEEBMAT LS/ Y
7T /—KRIZBHELETS,

\
Control center J#* 'fr:,

Wireless AP, =
W Switch
Wlmless client
M llisecond-level
handoffs

\ Switch

2. BRBTHIZANA—N— COBZILURMOET UL TOES . BIEORRBICFENFELEL. 7IT47 LRAK
BT HEEETER GG BN\ Ty TRKMCTEEEEBRLET,

3. FIRMRI A LA —78—: AerolLink Protection (. BIELRELRBMDEZICHLLI-%. BE—BEEEADLENERSR vhT—9
FRETBEOITTNARDRT—RREFIVILET . TIT47 /—RICEBROBEENRELIGA. \vIT7vT/—FIE,
EGBEZBEEMICHRALEY,

4. R7—5T)L: AeroLink Protection &, 12— =D/ \wo 7T /—F#HZEOLTCLEOEET I RN THOORLELERTES
EFRBTEDLSIC. AT —FT NN Ty T IRREAREIZT BLIIRET S TLVET,

5. mERE TERUERRVNI—IEMHIFTEET T BERERKICLEELTPHIBHNIELLEETYT . Aerolink
Protection 1&.300 ms TIRTHEENSBIEZEET LSRN TLET,
AeroLink Protection 7 IL—TDAVN—DRAT—RRIE LUTD 7 2OLWThNIHEYET,
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e [lInitiation State (Init) | (BA#AIKEE (Init) ): AeroLink Protection Protocol ZBHIELET .

o [Discovering State (Discover) | (24K BE (Discover) ): CNMDHRITLIT— 309 BMD Aerolink Protection */\—%1&
HLEY,

o T[ldle State(Idle) | (7 A KJLIREE (Idle) ): REPTOLIILDFTvIRA+

o [Negotiation State (Nego) | (RIS T— 3 4KEE (Nego) ): 0D AeroLink Protection A2/ \—&RIALT—Sav L, FOT47
J—REEHLET,

o TBackup State(Backup) | (/397 v IKEE (Backup) ): RIS T—2av#k CO/—RFh/\wi7yT/—RELTEIYE TSN
FTRDVICTRTCORNS IV IETIT47 /—FEEBLET,

*E =B\ o TV TIREEIZA B &, TSTATE] (JREE) D LED M EiELET .

o [Active State (Active) | (7T IREE (Active)): R IT—1avk, CD/—KDBTHT4T/—RELTEIYLETONDT=0.
rST4901X2D/—FEEBLET,

¢ TRole Change State (Change) | (1% EIZEFEIKRE (Change) ): 7UT47/—FH WLAN #HLTCT— REFEETERLSE.
IChange HREEICZEAEL . NI T VT /=KD TOF4T/—FDBERIT LT —3 %M HLET,

AeroLink Protection #EE(XRDIDDBRHEAEDSLD1DEFEHALET,
e SNR: BETBEIIATUCDETHESLL (SNRIDIKRE

o [EERE: BETIISATUVIDESHEDIKGE

o LIER

E—ay

E—aviE, 2vbT—YFBICRBIETHE=OIZ AP ATA—FXv RS 5/ 90TT, E—av(zid, EE LAN H—EX
IY7. AP OF7RLAR, FA—FFvRARDTRATAR—a3VTRUR, B4 LRB T DTIM(Delivery Traffic Indicator Map) , TIM
(Traffic Indicator Message) W& FENE T, E—aVEIfRIL. AP OERHERNZETT,

DTIM

DTIM (Delivery Traffic Indication Map) [FE—a> L —AIZEFENTEY. AP [ZE>TN\YI7ENITA—FF Y RME LU ILTF
FY AT —LDNFELLGLEESNDLERLET . REE T (FRERYNT—IMEL ELYFETH. PCHENEHHNT R —
TE—FRICABIEEWITET . REELITHE.PC BNRY—TE—FIZ ANBESITHEY, EHEHNTEES,

— g ~
755 Ak
BEETIFRE NI IRDFAZXININSKEY  ERSNBBEEBIEH YD /NI EINELGYFET, COEZTIF T/ vbD

IS—ENENBREBELFIIENTEETA, RYNT—I2KD /N TH—I U ANMET I HAIRERAHYES . CDIE
DEBFR/NMRICEEDDIEEHHOLET .

RTS LZELVE

RTS LELME(256-2346)- /X YN ZEDH A REBZDET VARSI RITBIEZHERET IOICEZEDRRBET
ST YN A XERRELES . COEFTIAILMRED 2346 OEXEICLTHELTL SN, RA—XBET—470—-mNE5hi0
BEIEETEFTA. ERIIR/IMRICEED B IS568DLET .
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STP

& RSTP

STP/RSTP D%

RSTP

Z2I= PV —=FBRIIL(STP) (X, FYRT—O DV VBEZEEEIRL. L—THSRET SHDIRETSNEL, ELEED
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please set—up TFTP server 192.168.127.1 contains awk3131a.rom for firmware recovery.
Take the following steps for the firmware recovery:
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Trying eth0

Using eth0 device

TFTP from server 192.168.127.1; our IP address is 192.168.127.253

Filename ‘awk3131a.rom’.

Load address: 0x80060000
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